DeepID Challenge of Detecting Synthetic Manipulations in ID Documents
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Abstract

An increase in Al based manipulations of ID document im-
ages threatens KYC systems widely used in online banking
and other digital authentication services. DeepID chal-
lenge aimed to advance the research in the methods for de-
tecting synthetic manipulations in ID documents. For that
purpose a FantasylID dataset of both bona fide and manipu-
lated fantasy ID cards was provided to the participants for
training and tuning of their systems. Participating submis-
sions were evaluated on a test set of FantasyID card created
with both seen and unseen attacks, and on an out-of-domain
private dataset of 20K real ID documents containing both
genuine bona fide and manipulated samples. The challenge
included two tracks 1) a binary detection track to detect
whether an ID document is manipulated or not and 2) a
localization track, where the goal was to identify the ma-
nipulated regions of an ID document. The evaluations were
based on the F1-score metric for both detection and local-
ization track and the submissions were ranked based on the
weighted average F1-score of FantasyID (with weight 0.3)
and private (with weight 0.7) test sets. With more than 100
registrations in the challenge, 26 teams have participated
and 6 of them managed to beat the provided TruFor base-
line method in detection track and 4 teams in the localiza-
tion track. Sunlight team from Sun Yat-sen University has
won both tracks of the challenge and UAM-Biometrics has
ranked best in the private dataset.
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Figure 1. Examples from FantasyID dataset.

1. Introduction

Identity (ID) documents play a critical role in modern iden-
tity verification and authentication systems, particularly in
Know Your Customer (KYC) processes for online banking,



e-commerce, and other digital services. Recent advances in
visual generative models, including generative adversarial
networks (GANSs) and diffusion-based methods, have made
it increasingly easy to create highly realistic and convincing
digital forgeries of ID documents. Such manipulations can
alter faces, change text-based personal information, or mod-
ify document security features with minimal visual artifacts,

raising serious concerns for the reliability of automated ID

verification pipelines.

While a lot of research has been done in the domain
of general-purpose manipulation detection in images and
videos aka deepfakes detection [5, 6, 15, 19, 20, 22, 28,
29, 34, 35], the domain of ID document forgery detection
presents unique challenges. Tampering in ID documents is
often subtle and localized to small, high-value regions such
as names, dates, identification numbers, or facial portraits.
Additionally, there is lack of publicly available datasets of
real ID documents due to privacy, ethical, and legal con-
straints, limiting the ability to develop and benchmark ro-
bust detection models [24, 25].

Therefore, we organized the DeepID Challenge at ICCV
2025, the first public competition dedicated to detecting
synthetic manipulations in ID documents. The focus of the
challenge was on injection attacks (as opposed to presenta-
tion attacks [10, 13, 14]), specifically:

e Face-swapping manipulations, where the document
portrait is replaced using face-swapping methods.

» Text inpainting manipulations, where partial or full tex-
tual fields such as names, dates, or identification numbers
are altered using generative techniques.

The competition targeted two core research problems in vi-

sual forensics: (1) binary classification of bona fide versus

forged ID documents, and (2) pixel-level localization of ma-
nipulated regions.

Participants were provided with the FantasyID
dataset [21] for training and tuning their models. Af-
ter the competition, the dataset has been made public with
most of the samples under CC By 4.0 license that allows
commercial use'. FantasyID consists of 362 ID Cards
generated from manually designed templates representing
13 different countries and languages, populated with
fantasy personal data but real human faces from public
datasets. The cards were printed using an Evolis Primacy 2
card printer and scanned with multiple devices (iPhone 15
Pro, Huawei Mate 30, Kyocera TASKalfa 2554ci). The
participants were provided with 786 bona fide samples
constituting train and validation sets. Manipulated versions
were generated using two face-swapping (InSwapper [1]
and Facedancer [27]), and two text-inpainting (Textdif-
fuser2 [4] and DiffSTE [16]) methods, resulting in 1,572
forged samples. This dataset was designed to mimic the
appearance and linguistic diversity of real ID documents

lhttps://www.idiap.cg/cacer/fantasyiu/

while avoiding the use of actual personal information. For
more details about the dataset refer to [21].
The evaluation phase used two separate test sets:

1. An in-domain test set, a different subset of FantasyID
containing both known and unseen attack types.

2. An out-of-domain private test set, 20K real ID docu-
ment images provided by PXL Vision’, with forged ver-
sions created via face-swapping and text inpainting. This
dataset was never released to participants and was used
exclusively for hidden evaluation to assess cross-domain
generalization.

The challenge had two tracks:

Track 1: Detection. Binary classification, where models
output a confidence score (0 to 1) indicating whether
the document is bona fide (closer to 1) or manipulated
(closer to 0). Performance was measured using the F1-
score with a 0.5 decision threshold.

Track 2: Localization. Pixel-wise identification of manip-
ulated regions, evaluated using an aggregated per-
image Fl-score that equally weights bona fide and
forged samples to mitigate class imbalance.

For both tracks, the final ranking was computed as a
weighted aggregate F1-score:

Aggregate F1 = 0.3 X Flpuasyip + 0.7 X Flpgivace,

making the performance on the more challenging out-of-
domain private dataset more important. All submissions
were evaluated under identical conditions on an air-gapped
GPU server (RTX 3090, 24 GB) using Docker containers. A
baseline method, TruFor [12], was provided to participants
along with reference Docker code.

The DeepID Challenge attracted over 100 registered par-
ticipants, with 26 teams successfully submitting docker
containers that were evaluated. Only six teams scored
higher than the TruFor baseline in the detection track, and
four teams in the localization track (see Tab. 1). The Sun-
light team from Sun Yat-sen University, China achieved the
highest scores in both tracks by significantly outperform-
ing every other team on the FantasylID test set. On the pri-
vate dataset, UAM-Biometrics achieved the highest scores,
showing a better out-of-domain generalization capabilities
of their approach.

In this paper, we present an overview of the DeeplD
Challenge, describe the winning approaches that overpass
the baseline and provide more in-depth analysis of the re-
sults on both FantasyID and the private datasets focusing
on the results for different types of manipulations.

2https://www.pxifvisioj.co?/
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Team Affiliations  Country Tracks
Sunlight 3 China Both
Incode 4 USA Detection
AG (Anjith George) 1 Switzerland Both
UAM-Biometrics 5,6 Spain Both
hardik 7,8,9,10 India Detection
Reagvis 7,8 India Detection
VISION 10 India Localization

Table 1. The teams whose submissions scored above the TruFor
baseline in either detection, localization, or both tracks. Affilia-
tions refer to the author names in the title page.

# Team ty Fly t, Fl, AggFl
1 Sunlight 0:26 0991 1:50 0.719  0.801
2 Incode 0:45 0.868 4:10 0.753 0.788
3 AG 0:56 0958 1:27 0.711 0.785
4 UAM-Biometrics 0:51 0.712 1:18 0.788 0.765
5 Hardik 0:59 0.839 1:28 0.658 0.712
6 Reagvis 1:09 0.816 2:12 0.663  0.709
7 Baseline 0:44 0.807 1:09 0.662  0.706

Table 2. Detection performance of winning teams in DeeplD.

# Team ty Fly t, Fl, AggFl
1 Sunlight 0:24 0784 1:51 0716  0.737
2 UAM-Biometrics 0:51 0.620 1:18 0.757  0.716
3 VISION 1:02 0.612 1:30 0.738  0.700
4 AG 8:30 0.686 11:34 0.662  0.669
5 Baseline 0:44 0590 1:09 0.627 0.616

Table 3. Localization performance of winning teams in DeepID.

2. Winning Teams

F1 scores ranking the winning teams (see Tab. 1) compared
with TruFor baseline are shown in Tab. 2 for detection track
and Tab. 3 for localization track. Columns ¢y and F1; show
inference times and F1 scores on FantasyID and ¢, and F1,,
on the private set. Full results can be viewed on DeepID
website®. In the following, we summarize the top teams
approaches focusing on the architectural choices, training
strategies, fusion techniques, and domain adaptations.

Method Data Detection Localization Average
MVSS-Net 13k 0.533 0.187 0.360
TruFor 876k 0.746 0.626 0.686
Re-MTKD 60k 0.758 0.637 0.697

Table 4. Zero-shot performance (F1 score) of existing IFDL meth-
ods on the FantasyID validation set.

3https://ueepidficcv.qithub.io/

2.1. Sunlight Team

The Sunlight team from Sun Yat-sen University proposed
a two-stage training pipeline (see Fig. 2) based on the Re-
inforced Multi-teacher Knowledge Distillation (Re-MTKD)
framework [36].

Preliminary analysis. The Sunlight team conducted an
initial analysis to understand the domain-specific character-
istics of the ID document images in the challenge. They ob-
served that real and tampered images differ in JPEG com-
pression quality (QF 95 vs. QF 75), and that the images
feature structured layouts, clean backgrounds, and concen-
trated text regions. Such properties pose challenges for
general-purpose image forgery detection and localization
(IFDL) models, particularly in modeling compression ar-
tifacts and document-specific textures.

They also evaluated the zero-shot performance of several
state-of-the-art IFDL methods, including MVSS-Net [5],
TruFor [12], and their own Re-MTKD [36]. As shown in
Tab. 4, Re-MTKD achieved the highest F1 scores in both
detection and localization despite being trained on fewer
samples, indicating strong cross-domain generalization.

Proposed pipeline. In Stage 1 (left part of Fig. 2), the
team reused the Cue-Net student model pretrained using
Re-MTKD framework that has shown a strong generaliza-
tion across various natural image forgery datasets. Teacher
models, each focusing on a specific manipulation type
(e.g., splicing, copy-move, inpainting), were trained on the
datasets corresponding to each manipulation type, such as
CASIAvV2 [9] for copy-move, Fantastic Reality [18] for
splicing, and GC [32] for inpainting. The student model
was optimized using a combination of soft distillation loss
Lsof and hard supervision loss Lp,q, Which combines seg-
mentation, classification, and edge-aware losses to enhance
detection accuracy and localization precision.

In Stage 2 (right part of Fig. 2), the pretrained model was
fine-tuned on the FantasyID dataset to capture ID-specific
characteristics such as structured layouts, subtle tamper-
ing traces, and compression-induced artifacts. Training was
done on 512 x 512 cropped patches with randomized JPEG
compression (QF in [70, 100]) applied to simulate the di-
verse compression artifacts observed in the provided Fanta-
syID dataset. During fine-tuning, only the hard supervision
loss Lhara is optimized to ensure stable domain adaptation
in the absence of teacher’s guidance. At inference, whole-
image processing was used to avoid resizing artifacts. This
approach”, when trained for 16 epochs, achieved first place
in detection track and, when trained for 31 epochs, first
place in localization track.

4"'1 tps://github.com/ZeginYu/ICCV-DeepID2025-Sunlight
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Figure 2. Overview of Sunlight team’s two-stage training pipeline.

2.2. Incode Team

The Incode team (USA) developed an ensemble combining
their proprietary transformer-based fraud detection mod-
els with several open-source architectures, including Tru-
For [12]. Their in-house transformer-based models were
initially trained on ~100K ID document images, including
20K manipulated samples with various portrait and text al-
terations. For the challenge, these models were fine-tuned
on the FantasyID dataset to adapt to synthetic forgeries. The
final submission fused outputs from the proprietary models
and an adapted TruFor variant, with parameters tuned to re-
duce false rejections. This ensemble achieved second high-
est performance on both the in-domain and out-of-domain
datasets in the detection track.

2.3. AG Team

The AG team (Switzerland) submitted EdgeDoc, a hybrid
model combining TruFor [12] with a custom architecture
derived from EdgeFace [11]. Due to the limited availability
of public training data, a pretrained TruFor model was lever-
aged to extract NoisePrint maps. These maps, along with
the original images, served as inputs to train a custom Edge-
Doc model. The EdgeDoc model was designed to output
both a segmentation mask and a binary classification score,
enabling both localization and detection of image manipula-
tions. Training was performed on the public training subset
of the FantasyID dataset. To adapt the EdgeFace backbone
for this task, it was modified into a U-Net-style segmenta-
tion network. The original EdgeFace architecture, which
combines convolutional and transformer components, al-
lows for effective patch-level interaction. Given the small
size of the training set, a lightweight version of the archi-
tecture was adopted to improve efficiency, allowing for full-
resolution image processing while maintaining speed. Dur-
ing inference, the outputs from both the EdgeDoc and Tru-
For models were fused, specifically, their scores and local-
ization masks to compute the final prediction score. This

approach achieved a third place and fourth places in detec-
tion and localization tracks.

2.4. UAM-Biometrics Team

The UAM-Biometrics team (Spain) proposed TruForID, an
adaptation of TruFor [12] with a SegFormer backbone [33].
In general, the base model was fine-tuned using the train
split of the FantasyID dataset, improving the optimizer and
learning rate scheduler, and incorporating knowledge distil-
lation. Since TruFor, like many state-of-the-art methods [8],
performs localization-based detection, the TruForID model
was submitted to both detection (scoring fourth place) and
localization (scoring second place) tracks.

Since TruFor model itself had a good performance (over
80% F1-score) on the FantasyID dataset, it meant Fanta-
syID cards were created applying digital techniques (i.e.,
face swapping and text inpainting) over the real ID sam-
ples, introducing distinguishable fingerprints/traces in the
images. Therefore, fine-tuning the TruFor model on Fanta-
syID starting from the pre-trained weights would preserve
part of this knowledge.

Starting from pretrained TruFor weights, the model was
fine-tuned using 512 x 512 patches, as commonly done in
the forgery detection literature [2, 12, 30] and, to improve
generalization, extensive augmentations including scaling,
compression, horizontal flipping, brightness, and contrast
adjustments. Two patches were selected from each ID:
one is chosen randomly, and the second one is selected
from 30 candidates as a random sample among the 15 far-
thest from the first. The patches were treated as inde-
pendent samples, effectively doubling the training set size.
TruForID model was trained using the AdamW optimizer
[23] combined with a cosine learning rate scheduler with
warm-up to improve training dynamics. Additionally, a
similarity-preserving knowledge distillation [31] was incor-
porated during training, where the baseline TruFor model
was defined as the teacher and the proposed TruForID as
the student. During training, distillation loss was computed



as the cosine similarity between the bottleneck values of the
SegFormer encoder for both models. This distillation-based
loss encourages the model to retain generalizable features
while adapting to the new task.

2.5. Hardik Team

The Hardik team (India) developed a Region-Aware ID
Card Forgery Detection system enhancing TruFor [12] with
targeted region analysis. Automatic segmentation identified
face regions, text fields, and date fields. Each was analyzed
independently: faces for texture and lighting inconsisten-
cies (15% weight in the final score), typography uniformity
and digit pattern consistency (25% weight in the score), and
edges for boundary consistency (10% weight). These scores
were fused with the baseline TruFor output (50% weight
in the final score). No additional training or tuning was
done, so original baseline TruFor was used. Instead, the
lightweight computer vision techniques and statistical mea-
sures were used in combination with TruFor score. The
weights used for statistics and TruFor scores were deter-
mined through empirical testing on validation samples from
the fantasy ID dataset. The method achieved an aggregate
F1 of 0.712 compared to pure TruFor baseline 0.706, with
notable improvement on the FantasyID set, with 0.839 F1
score compared to 0.807 baseline.

2.6. Reagyvis Team

The Reagvis team (India) augmented the TruFor [12] base-
line with three lightweight, domain-specific modules. First,
a chronological sanity gate used a Donut OCR head [17]
to extract and normalize date-of-birth, issue, and expiry
fields, applying six logical checks, including chronologi-
cal order, plausible age, no future dates, and that the im-
plied age is plausible. Cards failing these checks were im-
mediately flagged as forged. Second, for remaining cases
when the card either passes the gate or OCR was incon-
clusive, hand-crafted anomaly cues were computed: a
32 x 32 patch-level Canny edge-density score [3] and a
HOG-based font-consistency score [7] to detect copy-paste
artifacts. Finally, in a fixed-weight fusion step, the inverted
TruFor confidence (so that a value of 1 denotes a pristine
document) was combined with the edge and font scores as
S = 0.6 StruFor + 0.2 Segge + 0.2 Stone. No training beyond
the available TruFor baseline was done. Fusion weights
were selected via grid search on the FantasyID dataset max-
imising F1 while maintaining deterministic behaviour. This
ensemble improved the leaderboard F1 from 0.706 to 0.709
while adding negligible runtime overhead.

2.7. VISION Team

The VISION team (India) focused on preserving high-
frequency forensic cues by increasing the input resolution
to 1024 x 1024, compared to 512 x 512 in the TruFor [12]

baseline. The hypothesis was that downscaling removes
subtle artifacts such as texture mismatches and unnatural
edges, reducing detection efficacy. The higher-resolution
inputs allowed TruFor model to better exploit these details,
leading to improved localization accuracy. This came at the
cost of longer inference times (1:30:46 vs. 1:09:49 on the
private set), but yielded an aggregate F1 score of 0.700 in
the localization track, surpassing the baseline which was at
0.616.

3. In-depth Analysis of the Results

We analyze the performance of the top submissions on our
test set. This set consists of FantasyID [21] and a private
set of real ID documents provided by PXL Vision. It is
designed to test the generalization of methods on unseen
manipulations and unseen card type scenarios.

We provide participants with the FantasyID [21] train-
val set and use its test set to benchmark all submissions.
This set consists of manipulations that are only text or face
region specific. (a) FA1 is text-only manipulation created
by fine-tuning Textdiffuser2 [4] on the train-val set. Ad-
ditional post-processing is done to subvert the copy-paste
artifacts. (b) FA2 is text manipulation (same as FA1) per-
formed on card templates different from the train-val set.
(c) FA3 is face manipulation on unseen card templates. We
refer to all of these manipulations combined as FA-all

The private set consists of real ID documents, and we
create the following manipulations: (a) using the off-the-
shelf model we swap faces using Facedancer [27], and In-
swapper [1]; text are swapped using DiffSTE [16], and
Textdiffuser2 [4]; PA1 is a text-only manipulation us-
ing DiffSTE; PA2 is face and text manipulation using
Facedancer and Textdiffuser2; PA3 is face-only manipula-
tion using Inswapper. We refer to them as no-finetuning
manipulations, as pre-trained models are used as is. (b) We
create more sophisticated text manipulation by finetuning
Textdiffuser2 on private data, followed by Poisson blend-
ing [26]. PA4-7 are created by changing a single text field
birthdate, expirydate, lastname, and firstname, respectively.
We refer to them as finetuned manipulations and all of the
combined manipulations are refered to as PA-all.

Detection. All submissions, except for the Sunlight team,
were either extension of TruFor or used it directly, because
it performs well on inpainting/copy-paste forgeries. Fig. 3
illustrates the detection performance of different methods
on the FantasylID test set. For a detection threshold of 0.5,
Sunlight achieves the best performance. The score distri-
bution shows that, except for Sunlight, all other methods
require threshold tuning to reach a good performance on
the test set. Except for Incode and UAM-Biometrics, all
other teams perform well on the text-only manipulations,
FA1, and FA2. In the face-only manipulation, FA3, Reagvis
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and Hardik demonstrate near random performance. Since
TruFor baseline underperforms on this manipulation, it sug-
gests that models from these teams heavily rely on TruFor.
Interestingly, FA2 and FA3 contain unseen Fantasy-style
card designs, but most of the methods show a good gen-
eralization when trained with the FantasyID train set. Fan-
tasyID [21] dataset serves as a challenging benchmark with
diverse ID card templates and various forms of manipula-
tions.

The private set serves as a benchmark for out-of-
distribution performance, as they are real-world ID cards.
Here, UAM-Biometrics performs the best, followed by In-
code. Sunlight, the best performer on FantasyID, falls be-
hind in this challenging setup. Incode might have seen such
real-world IDs in its proprietary training dataset, leading to
better generalization than on FantasyID. However, on this
private set, all the methods achieve F; lower than on Fan-
tasylD, see Tab. 2, illustrating the domain gap between the
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two datasets. As shown in Fig. 4, for most of the methods,
the score distributions are highly overlapping. Finetuned
text manipulation serves as a challenging manipulation in
which none of the methods performs better than chance.

Figs. 5 and 6 show a breakdown of the team’s perfor-
mance on different types of manipulations. The manipula-
tions shown in Fig. 5 are the same as in the training set
of FantasyID. The poorer performance of all the methods

here, is largely due to the domain shift from clean Fanta-
syID to real-world capture of IDs using a hand-held cam-
era. The detection task gets even more difficult with fine-
tuned text manipulations applied on small text fields as il-
lustrated by Fig. 6. None of the methods generalize to this
manipulation, as manipulation is in small image regions
and poisson blending [26] suppresses copy-paste artifacts,
which TruFor-based methods are good at detecting.
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Figure 7. Localization Results on FantasyID (top) and Private Set (bottom) for different kinds of manipulations. We plot the performance
of different teams across manipulations on Accuracy, Fi score, and Matthews Correlation Coefficient(MCC). Since the localization task
is pixel-wise prediction, it is highly imbalanced, as manipulated pixel are far less than un-manipulated ones. Therefore, for images with
manipulation we compute MCC. All the teams fail to achieve a decent performance w.r.t the MCC metric.

Localization. This task involves providing a per-pixel
classification score. As this is a fine-grained task, methods
need to identify and localize all the manipulated regions.
Usually, the image has a few manipulated pixels compared
to the size of the entire image. This makes the localiza-
tion task highly imbalanced, and we need the right metric
to account for it. Fig. 7 shows the performance of different
teams on w.r.t Accuracy, F;, and Matthews Correlation Co-
efficient (MCC). We can see that it is easy to achieve a high
accuracy score by simply predicting all pixels as pristine.
Therefore, we use different metrics to evaluate the methods.

We compute MCC only for images with manipulation, as
MCC is always 0 for bonafide images. None of the methods
achieves good performance for the localization task w.r.t.
the MCC metric, which provides a balanced assessment un-
der data imbalance. The performance is even worse for
manipulations limited to small image regions, i.e., text, for
both the FantasyID and Private set. For finetuned manipula-
tions of the private set, the MCC score is close to 0 for all of
the methods. This highlights the challenging nature of the
localization task.

We used the F} score to rank the teams on the leader-
board’, as we can account for the predictions on both
bonafide and manipulated images and it is less affected by
the data imbalance than accuracy. Sunlight is the best over-
all and UAM-Biometrics is the best on the private set.

4. Conclusion

DeeplD challenge features a real-world use case of forgery
detection in ID cards. Most of the teams built upon TruFor,
except for the Sunlight team, where they used a multiple
teacher-student training method to achieve top spot on the
leaderboard. UAM-Biometrics shows the best performance
on the private set by following knowledge distillation us-
ing TruFor as the teacher model. Overall generalization to
unseen manipulations and unseen card types remains chal-
lenging; none of the teams achieved top spot on both the
FantasyID and private sets. The localization task remains
difficult, as methods fail to achieve a high score when ma-
nipulated regions are small. We hope this challenge moti-
vates more research on ID document forgery detection.
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