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Abstract

Advancements in image generation led to the availabil-
ity of easy-to-use tools for malicious actors to create forged
images. These tools pose a serious threat to the widespread
Know Your Customer (KYC) applications, requiring ro-
bust systems for detection of the forged Identity Documents
(IDs). To facilitate the development of the detection algo-
rithms, in this paper, we propose a novel publicly available
(including commercial use) dataset, FantasyID, which mim-
ics real-world IDs but without tampering with legal docu-
ments and, compared to previous public datasets, it does
not contain generated faces or specimen watermarks. Fan-
tasyID contains ID cards with diverse design styles, lan-
guages, and faces of real people. To simulate a realis-
tic KYC scenario, the cards from FantasyID were printed
and captured with three different devices, constituting the
bonafide class. We have emulated digital forgery/injection
attacks that could be performed by a malicious actor to tam-
per the IDs using the existing generative tools. The current
state-of-the-art forgery detection algorithms, such as Tru-
For, MMFusion, UniFD, and FatFormer, are challenged by
FantasyID dataset. It especially evident, in the evaluation
conditions close to practical, with the operational thresh-
old set on validation set so that false positive rate is at 10%,
leading to false negative rates close to 50% across the board
on the test set. The evaluation experiments demonstrate that
FantasyID dataset is complex enough to be used as an eval-
uation benchmark for detection algorithms.

1. Introduction
Different financial services, like banks and insurance

companies, use face and document verification systems to
authenticate their users. This digital Know Your Customer
(KYC) lets users take pictures of their ID (passports, res-
idence permits, and driving licenses) using phone camera.
The captured image is then typically compared to a selfie of
the user to validate the authenticity of the document and the
user’s information. This process results in quick onboarding
and increases the efficiency of the overall system.

(a) Chinese language

(b) Turkish language

Fig 1. FantasyID: Examples of original digital versions of Fan-
tasyID cards. The faces are of real people but the other biomet-
ric information is not real. The cards contain Guilloche patterns
and design elements inspired by the ones used in official ID doc-
uments. We design 13 different card templates which are then
physically printed with biometric details and recaptured to create
1086 bonafide images.

However, such KYC process presents a security risk, as
one can use fake or forged documents to create a fraud-
ulent account. The malicious user can potentially bypass
the camera capture API and directly inject a forged image
for authentication. Alternatively, an attacker can print the



(a) Persian language (b) French language (c) Arabic language (d) Russian language
Fig 2. Other examples of original digital versions of FantasyID cards.

digitally forged document, they have access to ID docu-
ments printing equipment, and capture it using a ‘normal’
onboarding process thus fooling the system. This vulner-
ability of KYC systems is exacerbated by the availability
of rapidly improving image generation and editing meth-
ods [14, 6, 8, 22] allowing realistic-looking forged docu-
ments to be generated within minutes. To mitigate these
risks, KYC process requires appropriate detection algo-
rithms to flag forged documents.

There is a lack of publicly available datasets suitable for
the detection of forged ID documents. The main reason is
the restriction by official authorities on tampering of legal
documents and publicizing sensitive personal information.
Previous public ID datasets [2, 5, 4, 3, 1, 20] are either not
meant for the manipulation-detection task, lack diversity,
or contain bonafide samples that are tampered versions of
official specimen ID documents (the watermark is manually
or automatically removed).

To mitigate these issues, we introduce the first publicly
available for commercial and non commercial use dataset,
FantasyID1, that contains both genuine and forged ID cards.
Our ID cards (Fig. 1) are designed to resemble official ID
documents (such as passports or ID cards) while avoiding
legal problems associated with official ID document tam-
pering, hence the name Fantasy ID. We created 13 tem-
plates representing genuine/bonafide IDs in the unique style
of the following languages: Arabic, Chinese, Hindi, French,
Persian, Portuguese, Russian, Turkish, Ukrainian, and En-
glish. All designs were crafted using Creative Commons
4.0-licensed source materials. The ID cards do not strictly
follow the ICAO [12] standard for travel documents, be-
cause we used face images with public access licenses, so
they do not follow strict passport-photo standards and be-
cause these cards are not meant to serve as official docu-
ments. However, our ID cards contain the main elements of
an ID document, such a facial image, different text, includ-
ing official and personal information, design elements re-
sembling some of the real-world documents and Guilloche
patterns often present in the ID documents.

FantasyID dataset has the following unique and novel
characteristics:

1https://www.idiap.ch/paper/fantasyid

1. FantasyID is the first public dataset where the bonafide
cards are not modified versions of some official ID
cards (e.g., with a digitally removed word ‘specimen’).
We provide pristine bonafide cards, which is impor-
tant, since tampered images will bias digital manipula-
tions detection algorithms.

2. FantasyID contains IDs for several non-English lan-
guages and is created using design patterns that mimic
the styles used in the corresponding cultures. Hence,
the FantasyID dataset facilitates research in multi-
lingual text manipulation detection.

3. We use the faces of real people to avoid biasing our
bonafide to generated fake faces.

4. In addition to bonafide cards, we provide digital ma-
nipulations created using face swapping approaches,
such as InSwapper and Facedancer [23], and text in-
painting techniques, such as Textdiffuser2 [6] and
DiffSTE [14] (see more details in Sec. 3.2).

In the following sections, we discuss the existing
datasets of ID documents, the generative methods used to
create forged documents, and the existing forgery detection
approaches; describe the process of building the FantasyID
dataset; and present evaluation results of baseline forgery
detection algorithms to demonstrate how challenging and
useful FantasyID is for forgery detection research.

2. Related Work
We summarize different ID datasets (Tab. 1) highlighting

their intended purposes and evaluating their suitability for
manipulation detection tasks.

MIDV-500 [2]. This dataset is based on 50 specimen
copies of the real IDs sourced from Wikimedia Commons2,
with the term “specimen” digitally removed. The images
were printed and then the video was captured using differ-
ent devices and backgrounds. The dataset was created to
recognize and analyze the IDs using mobile devices. The
tampering of the originals makes them biased and they can-
not be considered as bonafide.

2https://commons.wikimedia.org/wiki/Main_Page

https://www.idiap.ch/paper/fantasyid
https://commons.wikimedia.org/wiki/Main_Page


(a) Indian, iPhone 15 Pro (b) Ukrainian, Huawei Mate 30

Fig 3. Printed Bonafide: Examples of bonafide ID cards printed and captured with different devices.

MIDV-2019 [5]. It extends MIDV-500 by capturing the
physical cards under large perspective distortion and low-
light conditions. The primary use case of this dataset is
similar to MIDV-500 for ID recognition and analysis. It
also has the same tampering bias in the bonafide images.

MIDV-2020 [4]. This dataset digitally alters texts and
faces of the 10 IDs in MIDV-500 to create 1000 images.
The primary goal is to study the text and face region de-
tection using this dataset. The authors propose to use these
1000 images as fake documents to evaluate forgery detec-
tion algorithms. However, the original MIDV-500 manip-
ulated regions like the removed word "specimen" are not
labeled. This creates a bias for the detection algorithms.

FMIDV [1]. It was proposed to detect guilloche pattern-
based forgeries as they are a common security feature in
official ID documents. This dataset is created by applying
a copy-move attack on MIDV-2020 images but only in the
non-text/face region. These kinds of forgery are interesting
but their scope is limited as they do not cover biometrics like
faces and texts. Additionally, they treat MIDV-2020 images
as bonafide, which already has digital manipulations.

KID34k [20]. This dataset was specifically created for
online identity card fraud detection. It contains images of
digitally created 82 ID cards based on Korean driver’s li-
censes and registration cards. Here, the biometric informa-
tion used is fake for both text and faces. The main pur-
pose of the dataset is to study screen and paper attack de-
tection. Around 34662 images are created by recapturing
images displayed on screens and printed using 2 kinds of
paper printers. The dataset is limited in the diversity of style
and language (only Korean ) used, which is needed for the
robust study of detection algorithms. Moreover, fake faces
used to create bonafide leads to bias in the dataset.

BID [9]. BID dataset was proposed for ID analysis tasks,
such as text and image region segmentation, optical char-
acter recognition (OCR), and ID recognition. To create
the dataset, biometrics features such as personal details and
faces were erased and fake details were added digitally to
the original Brazilian ID cards. These changes lead to a
corrupted bonafide, rendering the dataset not suitable for
manipulation detection tasks.

SIDTD [3]. Another extension of MIDV-2020 dataset.
The images from MIDV-2020 are considered bonafide and
are used to generate copy-replace and inpainting based
forgeries. These images are physically printed to create a
presentation attack scenario. As mentioned above, employ-
ing MIDV-2020 images as bonafide is already biasing the
system towards manipulated bonafide.

PAD [25] Recently proposed competition on PAD evalu-
ated several methods with their private database of 300K ID
cards. This database consists of print, screen and composite
attacks. Since, we specifically study injection attack using
digital image manipulation, comparison is out of scope with
this work.

3. FantasyID Dataset
In this section, we provide an overview of the process

of designing and building the FantasyID dataset, a diverse
set of identity cards aimed at advancing research in forgery
detection algorithms within biometrics. Our dataset consists
of two main categories of ID cards: bonafide, which are
the pristine cards, and attacks, which are different digital
manipulation of pristine cards.

3.1. Creation of Bonafide Fantasy ID Cards

The first category of the dataset focuses on genuine
bonafide fantasy ID cards. This process involved three key



(a) Bonafide English, captured with iPhone 15 Pro (b) Digitally manipulated
Fig 4. Digital Forgery: English language ID-card printed and captured with iPhone 15 Pro, and then manipulated by swapping face and
altering text. Note that the box in red shows digitally manipulated areas.

Bonafide Attack
Dataset # IDs Use Case Source DB Real Face Pristine Pr. Capt. Digit. Manip. Pr. Capt.

MIDV-500 [2] 50 ID Rec. Web ✓ ✗ ✓ ✗ ✗
MIDV-2019 [5] 50 ID Rec. MIDV-500 ✓ ✗ ✓ ✗ ✗
MIDV-2020 [4] 1000 ID Rec. MIDV-500 ✗ ✗ ✓ ✓ ✗
FMIDV [1] 1000 Guilloche Det. MIDV-2020 ✗ ✗ ✓ ✓ ✗
KID34k [20] 82 PAD Generated ✗ ✗ ✓ ✗ ✗
BID Dataset [9] NA ID Rec. Real IDs ✗ ✗ ✗ ✗ ✗
SIDTD [3] 10 PAD MIDV-2020 ✗ ✗ ✓ ✓ ✓

FantasyID (Ours) 362 Man. Det. Generated ✓ ✓ ✓ ✓ ✓

Tab 1. ID Datasets.. The table shows key characteristics of publicly available datasets for ID document analysis. Columns: Real Face
indicates whether a real face was used on ID, Pristine means genuine bonafide cards were not manipulated in any way, Pr. Capt. indicates
if the cards were printed and captured with a device’s camera, and Digit. Manip. shows if cards were digitally manipulated to simulate a
forgery attack. Only FMIDV was proposed for manipulation detection but restricted to manipulation in the guilloche patterns. Except for
KID34k and BID, others are based upon MIDV-500 images and carry the bias of the manipulation in bonafide images. KID34k is limited
in the diversity of style and language used on the cards. Furthermore, it uses generated faces for bonafide which will bias the detection
algorithms. Our, FantasyID, provides pristine bonafide images with real faces along with diversity in card design and languages present.
ID Rec. stands for ID Recognition and Man. Det. for Manipulation Detection. PAD is Presentation Attack Detection.

steps: ID card design and generation, printing, and image
capture, respectively. We assume the scenario when a gen-
uine user will capture their genuine physical card with a
phone or scanner when enrolling into KYC service.

1. ID Card Generation: We generated 262 genuine ID
cards for training set and additional 100 ID cards for
test set, using random personal data (e.g., date of birth,
names, city of origin) specific to each language (see
Fig. 1 and Fig. 2 for some examples). These cards
feature real faces from datasets such as the Ameri-
can Multiracial Face Database (AMFD) [7], Face Lon-
don Research Dataset [10], High-Quality Wide Multi-
Channel Attack (HQ-WMCA) [18] and a set of 100
face images with open license (public domain or CC-
BY-4.0) manually downloaded by us from Flickr.

2. Printing: The generated cards were printed using Evo-
lis Primacy 2 card printer3 to emulate real-world ID
cards. This step resulted in 362 high-quality printed
ID cards (600 DPI), prepared for further processing.

3. Image Capture: Digital images of each printed ID
card were captured using three devices (Apple iPhone
15 Pro, Huawei Mate 30, and Kyocera TASKalfa
2554ci office scanner). See Fig. 3 for the examples
of printed and captured bonafide cards. A set of the
362 printed cards was captured three times (once with
each device) resulting in a total of 1086 (362×3) high-
quality images of bonafide fantasy ID cards. We use
786 bonafide cards for train-val set and remaining 100
for testing.

3Evolis Primacy 2 Printer

https://www.evolis.com/solutions/card-printers/primacy2-card-printer/


Category Sub-Category Devices/Sources Description and Purpose

Bonafide Cards
Generation 362 AMFD, Face London,

WMCA, and Flickr
datasets

Thirteen unique design styles in ten lan-
guages. Random but realistic personal
info.

Print 362 Evolis Primacy 2 printer Printed on physical plastic cards.
Capture 1086 iPhone 15 Pro, Huawei

Mate 30, office scanner
Plastic cards were captured using three de-
vices.

Forged Cards

Digital manipulation 786 InSwapper Each face in captured IDs from train-val
set is swapped with another face.

Digital manipulation 786 Facedancer [23] Each face in captured IDs from train-val
set is swapped with another face.

Digital manipulation
(Attack-2)

150 Facedancer [23] Faces in captured IDs from subset of test
set are swapped.

Digital manipulation 786 DiffSTE [14] Parts of personal info in captured IDs from
train-val set were replaced by another text.

Digital manipulation 786 Textdiffuser2 [6] Parts of personal info in captured IDs from
train-val set were replaced by another text.

Digital manipulation
(Attack-1)

786 Finetuned-Textdiffuser2 Parts of personal info in captured IDs from
train-val set were replaced by another text.

Digital manipulation
(Attack-3)

149 Finetuned-Textdiffuser2 Parts of personal info in captured IDs from
test set were replaced by another text.

Tab 2. The summary of how different parts of FantasyID dataset were created.

3.2. Creation of Manipulated Fantasy ID Cards

The second category of the dataset deals with fake fan-
tasy ID cards. These manipulated cards form the digi-
tally altered attacks of FantasyID and represent the use case
when an attacker is trying to subvert a KYC system by sub-
mitting a digital fake version of an ID card with face, name,
or/and date of expiry altered (see an example in Fig. 4). The
presentation of this fake card is done digitally by bypassing
a sensor of the KYC system. This category is further di-
vided into two sub-categories based on manipulation meth-
ods:

1. Train-Val: 786 bonafide cards which are captured us-
ing three different devices were digitally modified by
swapping faces and inpainting text regions. We cre-
ate two set of manipulations by using different swap-
ping and inpainting methods, namely: (a) InSwapper
(InsightFace4) for face and DiffSTE [14] for text (b)
Facedancer [23] for face and Textdiffuser2 [6] for text.
Fig. 4 demonstrates the results of these digital manip-
ulations. Therefore, we have 786 bonafide and 1572
manipulated images in this set. We keep all 459 cards
containing faces from HQ-WMCA dataset as val set
and the rest of 1899 images as training set. The train-
ing set can be used to fine-tune a detection model.

4https://insightface.ai/

2. Test: In order to create a challenging test set, we create
distinct manipulations on the bonafide of train-val set,
i.e., Attack-1. It consists of 786 images with text-only
modification created by finetuning Textdiffuser2 [6].
The generated text regions are post-processed with the
Segment Anything Model [15] to extract text regions
with their background, and alpha blended with origi-
nal background, where the text region is erased using
LaMA-inpaint [24]. This approach creates text modi-
fications that are hard to notice visually.

Further to test the out-of-domain generalization, we
create a bonafide set consisting of 300 images which
are distinct from train-val set in terms of template
design, faces, and textual details. We modify these
300 cards using different kind of manipulations: (b)
Attack-2 consists of face-only manipulation using
Facedancer [23] on 150 ID cards and (c) Attack-3 is
created by changing text-only regions using the same
approach as in Attack-1 but applying it to the 149 ID
cards from the test set. In total, we have 300 bonafide
and 1085 manipulated images in the test set.

Each manipulation category aims to reflect real-world at-
tack scenarios for testing the robustness of detection algo-
rithms. Tab. 2 summarizes the key steps, categories, de-
vices, and purposes involved in the creation of genuine and
fake FantasyID cards.

https://insightface.ai/


4. Evaluation of Baselines on FantasyID

FantasyID dataset is the first dataset of ID documents
where bonafide digital originals and the digital attacks on
the face and text data are available in the public domain.
Nevertheless, to demonstrate that this dataset also poses a
challenge to algorithms designed to detect manipulations
and document forgeries, we conducted a set of experiments
evaluating baseline algorithms on this dataset. For the base-
line algorithms, we have only considered methods that fo-
cus on generic synthetic image or local region manipula-
tions detection, as oppose to more known methods of deep-
fake detection that typically focus on faces [13, 16].

In this paper, we used the following four state of the
art algorithms for binary detection of manipulations in im-
ages: TruFor [11], MMFusion [26], UniFD [19], and Fat-
Former [17]. We have used the pretrained models provided
by the authors. The fake images used in the training datasets
of TruFor and MMFusion are tampered images where only
some parts of the image are modified. Whereas the fake im-
ages seen during training of UniFD and FatFormer are GAN
generated images where the full image is digitally gener-
ated. More details about the algorithms are given below.

• TruFor [11] uses a multi-branch Transformer encoder
architecture to combine features from RGB images
and Noiseprint++ images to predict an anomaly lo-
calization map, a confidence map, and a final score.
Noiseprint++ [11] is a fully convolutional network
trained to extract the subtle noise present in pristine
images caused by imperfections in camera hardware
or in-camera processing steps. In our binary detection
experiments, we used the final score of TruFor.

• MMFusion [26] extends TruFor by adding more
modalities to the encoder architecture. The authors
propose to use Steganalysis Rich Model (SRM) fil-
tered and Bayar convolution images in addition to the
Noiseprint++ images. The integration of SRM and Ba-
yar images is done in two ways: i) early fusion, when
images (except for RGB) are passed into a convolu-
tion block and are merged into one image before being
used as input to the encoder architecture, and ii) late
fusion, when the encoder is repeated for each pair of
RGB and one other image modality and their final fea-
tures are combined. The weights of the RGB branches
are shared in this case. In our binary detection exper-
iments, we have used the early fusion variant of MM-
Fusion because of its better performance.

• UniFD [19] is a simple approach that uses features
from a pretrained frozen CLIP:ViT-L/14 [21] model
and a linear classifier to detect fake images. The aim
of UniFD is to detect fully synthetic images, so it may

under-perform on images that are only partially modi-
fied.

• FatFormer [17] uses the CLIP:ViT-L/14 model simi-
lar to UniFD. However, it adds forgery-aware adapters
to the ViT model that contains convolution and dis-
crete wavelet transform operations. It also introduces
language-guided alignment using the text encoder of
CLIP to guide the image encoder to focus on forgery-
related representations.

4.1. Evaluation Protocol and Metrics

To make sure the performance of the baseline methods
does not degrade due to the difference between training and
testing, we applied the same preprocessing step to the input
images that were proposed by the authors of the correspond-
ing algorithms. TruFor and MMFusion baselines work on
full resolution images. The input images to UniFD are re-
sized so that the shortest side is 224 pixels and are then cen-
ter cropped to obtain a 224 × 224 square image. The input
images to FatFormer are first resized to 256×256 pixels and
then center cropped to 224× 224 pixels. We also evaluated
both UniFD and FatFormer on zero-padded images to make
the images square but that lead to worse performance.

For evaluation metrics, we report commonly used met-
rics for binary classification: false positive rate (FPR),
where positives are bonafide images, false negative rate
(FNR), and half total error rate (HTER), which is the av-
erage of FPR and FNR. These rates are computed on the
Test set using a threshold estimated on the Val set at ‘FPR=
10%’. In addition to these metrics, to be comparable with
the metrics used by the authors of the baseline methods, we
also report area under the curve (AUC) of ROC plots, bal-
anced accuracy (ACC), and F1 score weighted by class on
the Test set. ACC and F1 are computed using a fixed thresh-
old of 0.5.

Even though we use the baseline algorithms as is with-
out additional tuning on the training set of FantasyID, we
evaluate them on the test set only. In this way, FantasyID
test set can be used as a benchmark in the future to com-
pare different methods for ID documents manipulation de-
tection, while the train-val set can be used to tune the mod-
els. Hence, we compute metrics for the test set overall and
for each of the three attacks (see Sec. 3.2 for details), to
have a better understanding about the impact of each type
of manipulation on the performance of the baselines.

4.2. Evaluation Results

We evaluated manipulation detection algorithms in terms
of their binary detection performance. The evaluation
is done separately for different digital manipulations, i.e,
Attack-1, Attack-2, Attack-3, and all representing aggre-
gated result of the three attacks.
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(c) Attack-2 protocol
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(d) Attack-3 protocol
Fig 5. ROC plots of the baseline detection methods on all samples and on each of the attacks from the test set of FantasyID.

Model Protocol ACC AUC F1 FPR FNR HTER

TruFor all 65.9 93.5 80.7 4.9 62.0 33.4
TruFor Attack-1 67.8 99.5 79.0 0.1 62.0 31.1
TruFor Attack-2 53.5 55.8 47.6 34.7 62.0 48.3
TruFor Attack-3 67.8 99.9 55.3 0.0 62.0 31.0
MMFusion all 55.1 94.4 73.7 4.0 47.7 25.8
MMFusion Attack-1 55.2 99.8 67.0 0.1 47.7 23.9
MMFusion Attack-2 54.5 61.5 29.8 28.0 47.7 37.8
MMFusion Attack-3 55.2 99.1 30.0 0.0 47.7 23.8
UniFD all 50.0 52.0 7.7 8.3 92.7 50.5
UniFD Attack-1 50.0 54.3 12.0 7.4 92.7 50.0
UniFD Attack-2 50.0 48.4 53.3 7.3 92.7 50.0
UniFD Attack-3 50.0 43.5 53.5 14.1 92.7 53.4
FatFormer all 48.8 53.5 15.6 6.5 92.3 49.4
FatFormer Attack-1 49.3 57.6 20.4 1.1 92.3 46.7
FatFormer Attack-2 48.3 43.6 53.8 24.0 92.3 58.2
FatFormer Attack-3 46.7 42.3 51.8 16.8 92.3 54.6

Tab 3. Baselines methods evaluated on the test set of FantasyID,
with digital forged ID cards as the negative set. ACC and F1 are
computed using 0.5 as threshold while FPR, FNR, and HTER are
computed using 10% FPR threshold from the validation set.

Tab. 3 shows the results of digital manipulation detec-
tion by our four baseline algorithms using metrics defined in
Section 4.1. The results clearly demonstrate the advantage

of TruFor [11] and its extension MMFusion [26], compared
to CLIP-based FatFormer and UniFD methods. HTER and
AUC metrics show that MMFusion is better at detecting
several small manipulated text regions (Attack-1,3), with
HTER = 23.9% and AUC above 99%. TruFor falls be-
hind with HTER = 31.1% in the detection of manipulated
text regions. Both FatFormer and UniFD show near random
performance with average HTER = 50% on Attack=1,3.
Their poorer performance can be attributed to the resizing
operation (input image is 224 × 224) which attenuates the
manipulation artifacts around small text regions.

While the performance is impressive for text manipu-
lation detection, all the baselines fail to detect manipula-
tion when only faces are edited, i.e, Attack-2. MMFusion
performs better than random with HTER = 37.8%, fol-
lowed by TruFor, UniFD and Fatformer with HTER =
48.3%, 50.0%, 58.2%, respectively. Attack-2, is created us-
ing Facedancer [23] which blends the facial regions with
its background with a gaussian blur. Whereas, all the text
manipulations are with simple alpha blending, hence creat-
ing a cut-paste attack. TruFor [11] is known to work well
for these cut-paste manipulations, hence we observe higher
performance on text manipulations and not on faces.

TruFor and MMFusion models treat forgery detection as
a binary localization problem and have been trained to de-
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Fig 6. Kernel density estimation (KDE) plots of scores from the baseline detection methods for bonafide and different attacks, including
all attacks, Attack-1,3 (text manipulations) and Attack-2 (face manipulation).

tect fake images where only some parts have been tampered
with, a scenario similar to our digital manipulation proto-
col. Whereas, UniFD and FatFormer were trained to detect
fully generated images. This is reflected in both Tab. 3
and Fig. 5. ROC plots Fig. 5 show clear dominance of Tru-
For and its extension MMFusion.

Fig. 6 shows score distributions of different attacks and
bonafide for all the baselines. These plots support Fig. 5
and clearly show Attack-2 (face manipulations only) as
the most challenging to detect, since all the baselines have
highly overlapping scores for bonafide and manipulated im-
ages. The scores for Attack-1,3 show clearer separation
with MMFusion and TruFor whereas UniFD and FatFormer
fail to distinguish between the bonafide and attacks. The
plots illustrate the challenging nature of FantasyID with its
diverse attacks.

Overall results demonstrate that even though such state-
of-the-art algorithms as MMFusion and TruFor are able to
detect the presence of local digital forgeries (mostly text)
with a reasonable accuracy, their performance is far from
practical applications standards. Since these attacks are
easy to perform for a malicious actor, they continue to pose
a serious threat to the detection systems.

5. Conclusion
In this paper, we presented the first publicly available

with a permissive usage license dataset of fantasy ID doc-
uments that contain truly bonafide versions of the ID cards
(in digital and printed/captured forms) and the fake cards
with face and text manipulated. We tested the state-of-the-
art forgery detection algorithms on both types of manipu-
lations, demonstrating that binary detection of the forgeries
are challenging for the current algorithms. An important
future direction is the evaluation of detection algorithms lo-
calization performance, since often a forgery of an ID doc-
uments pertains only to small text regions such as a digit
of an expiry date, making detection of such manipulations
even more challenging.

We believe that this dataset, especially since it is pub-
licly available also for commercial use, will help advance
the research in forgery detection and localization in ID doc-
uments with the aim to protect users when they are onboard-
ing in many popular online KYC services.
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