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ABSTRACT The storage of biometric data has raised significant privacy concerns, necessitating robust
measures for secure storage. While traditional Privacy-Enhancing Technologies (PETs), like Cancelable
Biometric (CB) schemes, excel at creating protected templates that fulfill criteria such as irreversibility and
unlinkability, they often fail to preserve the privacy of soft-biometric information. To address this issue,
we propose a hybrid technology that combines PETs, leveraging their different properties to comprehensively
address multiple privacy requirements and enhance overall protection for biometric templates. In our
approach, we integrate Multi Incremental Variable Elimination (Multi-IVE), a recent technology designed
to remove soft-biometric information from biometric templates, with conventional CB schemes. We apply
our hybrid technology to facial templates and assess the properties of the resulting protected templates.
In the event of stolen secrets, the combination of Multi-IVE with CB schemes helps decrease the
accuracy of estimating soft-biometric attributes without affecting recognition performance, compared to CB
schemes alone.

INDEX TERMS Biometrics, cancelable biometrics, soft-biometrics, privacy enhancement, face recognition.

I. INTRODUCTION

Biometrics has become a promising field in classical image
and video processing [1]. It finds applications in various
sectors, including commerce, government, and forensics [2],
[31, [4], [5]. The term biometrics refers to the automated
recognition of individuals based on their unique biological
and behavioural characteristics, such as face or finger topog-
raphy, iris structure, and handwritten signature dynamics.

The associate editor coordinating the review of this manuscript and

approving it for publication was Vincenzo Conti

These characteristics are used to create distinguishable and
repeatable biometric features for recognition purposes [6].
Biometric recognition systems store collections of these
features, known as biometric templates, which are derived
from biometric samples provided by individuals. The col-
lection and use of biometric data pose significant ethical
concerns related to privacy, consent, and surveillance. Unlike
passwords, biometric identifiers are immutable and deeply
personal, making their misuse particularly invasive and
difficult to remediate if compromised. Ethical challenges
arise when individuals are unaware of or unable to opt

© 2025 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.

128420

For more information, see https://creativecommons.org/licenses/by/4.0/

VOLUME 13, 2025


https://orcid.org/0000-0002-8199-0098
https://orcid.org/0000-0003-1901-9468
https://orcid.org/0000-0002-9393-3066
https://orcid.org/0000-0002-6338-8511
https://orcid.org/0000-0002-6343-5656
https://orcid.org/0000-0002-2497-9140
https://orcid.org/0000-0002-9159-2923
https://orcid.org/0000-0002-8718-111X

P. Melzi et al.: Cancelable Face Biometrics With Soft-Biometric Privacy Enhancement

IEEE Access

out of biometric data collection, especially in contexts like
public surveillance or workplace monitoring. Furthermore,
the potential for function creep, where data collected for one
purpose is used for another, raises issues of trust and informed
consent. Disparities in accuracy across demographic groups
also risk reinforcing systemic biases, particularly in law
enforcement and border control. As biometric technolo-
gies proliferate, robust ethical frameworks and regulatory
safeguards are essential to prevent abuse and ensure that
individual rights and freedoms are respected. Moreover,
an attacker who compromises a biometric database may
impersonate enrolled individuals to access the authentication
system. Additionally, biometric templates can reveal sensitive
personal information like health conditions, emotions, and
soft-biometric attributes [7]. In some cases, biometric tem-
plates can even be used to reconstruct the original biometric
samples provided by individuals [8], [9], [10], [11], [12], [13].

Numerous efforts have been made to address these privacy
concerns and ultimately improve the use of biometric data.
In 2016, the European Union introduced the General Data
Protection Regulation (GDPR)'! to safeguard individuals and
regulate the processing of their personal data. The GDPR
treats biometric data as sensitive information, establishing
data protection principles to govern their use. Additionally,
the ISO/IEC 24745 standard on biometric information
protection [14], first introduced in 2011 and updated in 2022,
provides guidelines for protecting biometric templates stored
in biometric recognition systems, defining two fundamental
privacy requirements:

o Irreversibility: it should be computationally difficult to
reconstruct biometric samples similar to the original
captured samples from the stored biometric templates.
Irreversibility can be achieved by applying irreversible
transformations or transformations that make use of
secret parameters to biometric data. We highlight the
importance of considering also the possibility of partial
irreversibility of biometric templates. In fact, partial
reconstructions of the original data may be sufficient
to allow attackers to access the system, and reveal
soft-biometric information of individuals.

o Unlinkability: it should be computationally difficult to
determine if different biometric templates belong to the
same individual or not. Unlinkability can be obtained
by introducing some randomness with keys or random
parameters in transformations that protect biometric
data. When unlinkability is satisfied, compromised
biometric templates can be revoked and substituted with
new ones, providing template renewability.

While meeting these requirements and ensuring no adverse
impact on the functionality of biometric recognition systems,
it is important to maintain the performance level achieved
with unprotected biometric data when processing protected
biometric templates.

Uhttps://bit.ly/3y0OkDkD
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The ISO/IEC 24745 standard also outlines a general
architecture for generating biometric templates that adhere to
the privacy requirements of irreversibility and unlinkability.
This architecture has given rise to several Privacy-Enhancing
Technologies (PETs) known as Biometric Template Pro-
tection (BTP) schemes, which can be classified into two
main categories: Cancelable Biometrics (CB) and biometric
cryptosystems. CB schemes involve intentional and repeat-
able distortions of the original biometric data, achieved
through specific transformations that enable comparisons
within the transformed domain. On the other hand, biometric
cryptosystems are designed to either bind or generate a
digital key from biometric data [15]. For comprehensive
surveys on this topic, the interested reader is referred
to [16], [17]. It is important to note that CB schemes a) do not
always guarantee the desired privacy requirements without
significant degradation in recognition performance [15], and
b) while protecting the overall information within biometric
templates through complex transformations, cannot prevent
the extraction of soft-biometric attributes when attackers gain
access to secret transformation keys and biometric templates
can be at least partially reverted [8].

Different categories of PETs have been proposed to
address these issues, each one employing distinct approaches
to enhance privacy [8]. To maintain recognition perfor-
mance without deterioration (a), one approach is to apply
Homomorphic Encryption (HE) to biometric templates.
This cryptography-based PET enables comparisons in the
encrypted domain that, once decrypted, yield results equiv-
alent to those that would be obtained in the plaintext
domain [18]. However, HE is computationally demanding
and provides privacy assurances only when the algorithm’s
key remains confidential. To prevent the extraction of
soft-biometric attributes from biometric templates (), other
PETs have been specifically designed to safeguard or
remove soft-biometric information from biometric templates.
This is crucial since extracting such information without
user consent raises significant privacy concerns [19], and
soft-biometric attributes are highly entangled within biomet-
ric templates. Consequently, researchers have introduced an
additional privacy requirement for biometric templates:

e Privacy of soft-biometrics: the extraction of soft-
biometric attributes from biometric templates for pur-
poses different than the originally intended ones must
be prevented.

While various PETs are designed to fulfill specific privacy
requirements, none have achieved comprehensive coverage
of all these requirements. The different categories of PETs
are not mutually exclusive; on the contrary, they can be
integrated, leveraging their distinct properties to collectively
enhance the privacy of biometric templates [8]. Hybrid PETs
hold promise for the future of biometric privacy enhance-
ment, with some combination of BTP and HE schemes
already proposed in the literature [20], [21]. To the best
of our knowledge, no hybrid PET has focused specifically
on the safeguarding of soft-biometric information within
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FIGURE 1. Both face images and their corresponding templates contain sensitive demographic information (i.e, soft-biometric attributes) requiring
protection. While satisfying the requirements of irreversibility and unlinkability, Cancelable Biometric (CB) schemes are not designed to protect
soft-biometric information within biometric templates. To address this issue, we propose a dual-layer protection strategy for biometric templates,

combining soft-biometric privacy enhancement with CB schemes. Color image.

biometric templates. We hypothesize that combining a PET
specifically designed for securing soft-biometric attributes
with a CB scheme can provide several advantages. Therefore,
in this study, we propose a hybrid PET obtained from
the combination of Multi Incremental Variable Elimination
(Multi-IVE), a novel PET based on the elimination of
soft-biometric information from biometric templates [22],
with three state-of-the-art CB schemes, namely i) BioHash-
ing [23], ii) Multi-Layer Perceptron (MLP) Hashing [24], and
iii) Index-of-Maximum (IoM) Hashing [25]. In Figure 1 we
present an overview of our proposed combination of PETs.
The obtained hybrid PET is expected to satisfy the following

privacy requirements:
1) Privacy of soft-biometrics: the Multi-IVE component

of our hybrid PET addresses this requirement by
removing the information related to three demographic
soft-biometric attributes, namely sex, age, and ethnic-
ity. It is noteworthy that CB schemes alone cannot
guarantee the removal of this information when their
secret keys are exposed to attackers [8].

2) Irreversibility and unlinkability: CB schemes provide
these properties to the biometric templates previously
protected with Multi-IVE. The behavior of CB schemes
should remain consistent regardless of the presence of
Multi-IVE.

3) Recognition performance: when secret keys are
unknown to attackers, the reduction in recognition
performance caused by Multi-IVE can be offset by
CB schemes employing user-specific and confidential
keys. Our observations indicate that CB schemes can
actually enhance recognition performance under these
conditions [20], [26], [27], [28].

To comprehensively assess the properties of our proposed
hybrid PET, we conduct evaluations in two distinct scenarios,
each representing attackers with varying capabilities:

o Normal scenario: in this scenario, the secret keys of CB

schemes are assumed to be unknown.
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o Stolen-key scenario: in this scenario, it is assumed that
attackers possess knowledge of the secret keys used in
CB schemes.
In summary, our study introduces a hybrid PET that leverages
the advantages of two PET categories: CB schemes and
soft-biometric privacy enhancement. Our hybrid PET is
expected to operate effectively in the normal scenario.
However, if an attacker gains knowledge of secret keys,
they may be able to partially revert biometric templates or
reconstruct face image from protected templates [29]. In such
scenarios, Multi-IVE ensures the security of demographic
soft-biometric attributes®> contained in the protected tem-
plates. We make the code available® for reproducibility of the
experiments conducted in this study.

The remainder of the article is organized as follows.
In Section II, we provide a description of the PETs
that make up our hybrid PET, as well as other hybrid
approaches aimed at enhancing the privacy of biometric
templates. In Section III, we outline our proposed method-
ology, followed by the presentation of the experimental
protocol employed in the study, which can be found in
Section IV. We present and discuss the experimental results
in Section V. Finally, we draw conclusions from our study
in Section VI.

Il. RELATED WORKS

A. SOFT-BIOMETRIC PRIVACY ENHANCEMENT
Soft-biometric PETs aim to address privacy concerns
related to the use of biometric data by concealing selec-
ted soft-biometric attributes within it, such as sex, age,
and ethnicity, and make it infeasible for the unsolicited

2We focus on the privacy-sensitive attributes that can be estimated given a
biometric template, such as age, sex, ethnicity, from face templates. However,
our approach is not limited to the mentioned attributes (age, sex, ethnicity)
and can be used for any other attribute (e.g., skin tone, eye color, etc.) that
can be estimated given a biometric template.

3 https://github.com/PietroMelzi/HybridPET
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extraction of sensitive personal information. Numerous
soft-biometric PETs have been proposed in the literature.
Given the increasing adoption of these techniques in
real-world applications, it is essential to understand the
extent to which attribute information can be recovered from
privacy—enhanced biometric templates [30]. Soft—biometric
PETs are designed with the explicit purpose of preventing
the extraction of soft-biometric information from biometric
data. This differs from CB schemes, which protect the entire
biometric data without specific attention to the contained
soft-biometrics attributes. Soft-biometric PETs typically

employ one of the two approaches described in the following:
o Information removal: this approach involves identi-

fying soft-biometric attributes within biometric data
representations, removing them, and generating new
representations of biometric data that exclude these soft-
biometric attributes. An example of information removal
is provided in [31].

o Information protection: according to this approach, the
representation of biometric data is altered to prevent the
extraction of soft-biometric attributes. Soft-biometric
attributes are not discarded but are made inaccessible
in the new representations of biometric data. Exam-
ples of information protection techniques are provided
in [32], [33], [34].

1) MULTI-IVE

Multi-IVE is a soft-biometric PET designed to simulta-
neously safeguard multiple soft-biometric attributes within
biometric templates derived from facial images. For technical
details on Multi-IVE the interested reader is referred
to [22]. This technology implements the previously described
approach of information removal. It builds upon the original
Incremental Variable Elimination (IVE) algorithm, which
follows an iterative process of feature elimination from facial
templates, ensuring a gradual reduction of the soft-biometric
information contained therein [35]. The IVE algorithm is
based on the training of a decision tree ensemble for the
prediction of a selected soft-biometric attribute from facial
templates. The trained decision tree ensemble is used to
derive an importance measure for each feature in the template,
quantifying the extent to which it provides information
related to the selected soft-biometric attribute. The impor-
tance measure is used to identify and subsequently remove
the features that carry the most substantial information
about the selected attribute. The IVE algorithm is exe-
cuted through multiple iterations, establishing the sequence
for eliminating features within the facial templates to
protect.

Multi-IVE employs Principal Component Analysis (PCA)
to transform the facial template domain with the aim
of simplifying information distribution and potentially
gathering soft-biometric information into a reduced num-
ber of features. PCA is a linear transformation method
that projects data into a space where orthogonal com-
ponents capture the maximum variance in the data.
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Therefore, Multi-IVE focuses on the elimination of principal
components within biometric templates, rather than individ-
ual features. Furthermore, it introduces innovative methods
for the simultaneous detection and removal of multiple
soft-biometric attributes from facial templates. Notably,
Multi-IVE has demonstrated its effectiveness across various
state-of-the-art feature extractors for facial images. The
results from cross-database evaluations support its capacity
to enhance the privacy of multiple soft-biometric attributes
concurrently.

B. CANCELABLE BIOMETRIC (CB) SCHEMES

CB schemes are PETs utilized to create protected biometric
templates that meet the privacy requirements of irreversibility
and unlinkability. They achieve this by transforming an
individual’s original template, denoted as ¢’ for the individual
i, into a protected template, denoted as . = CB(t', k'),
where k corresponds to the user-specific keys. The protected
template is distorted in such a manner that it becomes difficult
to obtain the original biometric template [36]. The literature
contains numerous studies that provide implementations of
CB schemes and describe their properties [15], [37]. It is
important to note that CB schemes are usually claimed
to meet privacy requirements, but the extent to which
these requirements are fulfilled can vary depending on the
specific CB implementations and may be overestimated
during evaluation. CB schemes also suffer from various
security attacks as given in literature [36]. In this study,
we employ three CB schemes that have been validated
as meeting the requirements of both irreversibility and
unlinkability, as demonstrated in the literature [20], [27]:
namely i) BioHashing [23], ii) MLP Hashing [24], and iii)
IoM Hashing [25].

1) BIOHASHING

BioHashing [23] is a CB scheme serving as a two-factor
authentication method that combines tokenized random num-
bers with user-specific biometric templates. It operates by
producing a user-specific orthogonal matrix and multiplying
it to the unprotected templates. The outcome is subsequently
binarized to generate binary-valued protected templates.
In the recognition process, comparison scores are calculated
using Hamming distance. BioHashing is robust against data
capture offsets and provides security by requiring both the
random data token and the user’s biometric sample for code
generation.

2) MULTI-LAYER PERCEPTRON HASHING

MLP Hashing [24] is a CB scheme that employs a
MLP randomly initialized with the user-specific key. MLP
Hashing processes unprotected templates through the MLP
in a non-linear projection step, and subsequently binarizes
the final MLP layer to produce the protected templates.
Similarly to BioHashing, the recognition phase in MLP
Hashing utilizes Hamming distance for comparing probe and
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reference templates. MLP Hashing has undergone evaluation
based on unlinkability, irreversibility, and recognition accu-
racy to fulfill the ISO/IEC 30136 standard requirements. The
results demonstrate its competitive performance, comparable
to the BioHashing and IoM Hashing algorithms.

3) INDEX-OF-MAXIMUM HASHING

IoM Hashing [25] is a CB scheme that employs a ranking-
based locality sensitive hashing to protect biometric tem-
plates. It applies a series of user-specific transformations
to the unprotected templates and then derives IoM values
for each transformation, which serve as the protected
templates. Specifically, in this work we consider the variant
known as Gaussian Random Projection-based (IoM-GRP),
where user-specific Gaussian projection vectors are used for
transformation. [oM-GRP Hashing generates integer-valued
templates and employs the average number of collisions to
calculate comparison scores during recognition. oM Hashing
provides robust concealment of biometric information, with
strong assurance for irreversibility. Furthermore, it exhibits
insensitivity to feature magnitude, making it resilient to
variations in biometric features.

C. HYBRID PRIVACY-ENHANCING TECHNOLOGIES

The concept of hybrid PETs that combine the properties
offered by different technologies has been explored in the
literature, with hybrid PETs often combining different BTP
schemes. Given the challenge of finding a single BTP
method that can simultaneously provide both security and
performance, researchers have proposed a hybrid approach
that takes advantage of both biometric cryptosystems and
CB schemes [38]. In this hybrid scheme, a three-step
hybrid algorithm is proposed. The first step involves the
creation of a cancelable template through a random projection
(CB scheme). To maintain discriminability, a subsequent
transformation is applied to compensate for the lost discrimi-
nating information, converting the cancelable template into
a binary representation. Finally, a biometric cryptosystem
scheme, i.e., fuzzy commitment, is used to generate a
protected template. The combination of CB schemes and
biometric cryptosystems has proven successfully in several
works [39], [40], [41]. Also, the combination of two
biometric cryptosystems, such as fuzzy vault and fuzzy
commitment scheme, has demonstrated improvements in
both recognition performance and the security of fingerprint
minutiae templates [42].

Novel instances of hybrid PETs combine Homomorphic
Encryption with CB schemes [20], [21]. HE ensures the
preservation of recognition performance, as it conducts
operations in the encrypted domain and generates results
that, once decrypted, match those of unencrypted operations.
However, the security provided by HE schemes completely
relies on the secrecy of the decryption key, and the
computations performed in the encrypted domain tend to
be computationally intensive. To solve these challenges,
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CB schemes can be applied to biometric templates prior
to employing HE, to enhance both the security and pri-
vacy of the overall system. In fact, CB schemes provide
irreversibility even in the event of HE key exposure and
facilitate dimensionality reduction in biometric templates,
enhancing computational efficiency within the encrypted
domain [20]. A hybrid PET that combines the good properties
of Bloom Filters (CB scheme) and HE is proposed in [21].
This technique ensures unlinkability and high recognition
accuracy, while being about seven times faster than the
traditional HE-based approach.

While offering notable advantages, these hybrid PETs
do not incorporate any form of soft-biometric privacy
enhancement when secret keys are compromised. To the
best of our knowledge, the hybrid PET proposed in this
study represents the first algorithm capable of enhancing
soft-biometric privacy in biometric templates while also
meeting the traditional requirements of irreversibility and
unlinkability.

lll. PROPOSED METHOD

We present our proposed hybrid PET using mathematical
notation. In this study, we consider different sets containing
biometric templates from distinct domains. These sets
are denoted as Ty, Tc, Ty, and Ty, which respectively
include unprotected templates ¢, templates #. protected with
CB schemes, templates f,, protected with Multi-IVE, and
templates #;, protected with our hybrid PET. Our hybrid PET,
denotedas H : Ty x K x N — Ty, is applied to unprotected
templates ¢, € Ty, which are extracted from facial images,
to produce protected templates #;, € Ty. Here, K denotes
the set of user-specific keys employed by the CB scheme,
while N represents the number of iterations performed by the
Multi-IVE algorithm.

To quantitatively assess the presence of soft-biometric
information sb within biometric templates #, in a given
domain X, we train Machine Learning (ML) classifiers ij(b
to classify biometric templates #, according to a specific
soft-biometric attribute sb. We consider sb € {s, a, e}, with
§ = sex, a = age, and e = ethnicity,and X € {U,C, M, H}.
For each domain X and soft-biometric attribute sb of interest,
we train a classifier C f(b using a development set of templates
t. € Dy, and evaluate its performance with an evaluation set
of templates ¢, € Ex, such that C)S(b :Ex — [0,1],Dx C Ty,
Ex C Tx,and DxNEx = (. Finally, we consider a numerical
threshold denoted as max_accy, € [0, 1), representing the
maximum acceptable accuracy when evaluating the classifier
Cj‘(b in the estimation of soft-biometric attribute sb.

When we train a classifier C ‘;]b in the unprotected domain
and assess its accuracy in predicting the soft-biometric
attribute sb from unprotected templates 1y € Ey, it is
usually observed that Cf/b (Ey) > max_accg,. Tradi-
tionally, CB schemes CB Ty x K — T¢ are
applied to unprotected templates 7, € Ty to generate
protected templates t. € Tc. This process can be defined
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as follows:
sz@ﬂ) 1)

Here, k' € K represents the user-specific key utilized in
the CB scheme for individual i. In the normal scenario,
ki is assumed to be unknown. When we train a classifier
Cgb in the domain obtained with the CB scheme and
evaluate its accuracy in predicting the soft-biometric attribute
sb from protected templates ¢ € Ec, we observe that
C¥(Ec) < max_accy, thanks to the secrecy of k.
However, in the stolen-key scenario, it is assumed that the
attacker possesses knowledge of k?, making it ineffective as a
safeguard for the soft-biometric attribute sb. Consequently,
when we train a classifier Céb and evaluate its accuracy
using protected templates . € Ec, we observe that
Céb (Ec) > max_accgp.

For this reason, we employ the Multi-IVE algorithm,
denoted as MIVE : Ty x N — Ty, on unprotected templates
t, € Ty to enhance the privacy of soft-biometric information
and generate templates #,, € Tps. We represent the first step
of our hybrid PET as follows:

tm, = MIVE (t,, n) 2)

Here, n € N indicates the number of iterations performed
by the Multi-IVE algorithm. For a fixed number of iterations
n and within the domain obtained with Multi-IVE, we train
a classifier C;,f and assess its accuracy in predicting
the soft-biometric attribute sb from protected templates
tm, € Epy. If the number of iterations » is sufficiently high,
we observe that C ]f,;’ (Eym) < max_accgp.

At this point, instead of employing CB schemes on unpro-
tected templates ¢, as shown in (1), we can apply CB schemes
to biometric templates ¢,,, that have been already protected
with Multi-IVE. This can be done also in the stolen-key
scenario, as the estimation of the soft-biometric attribute sb
remains below the predefined maximum acceptable threshold
max_accgp, thanks to Multi-IVE. Additionally, we ensure the
privacy guarantees offered by CB schemes when generating
biometric templates with dual protection, denoted as ;.
We represent the second step of our hybrid PET as follows,
with H = CB o MIVE:

1, = CB (tmn, k") — CB (MIVE (tas 1), kl’) —H (tu, K, n)
3)

We train a classifier CIS_II’ in the double protected domain
and evaluate its accuracy in predicting the soft-biometric
attribute sb from protected templates #, € Ey. We observe
that Cfib (Eg) < max_accgp.

The two protection mechanisms CB and MIVE are
combined in a sequential manner. Multi-IVE is applied
first, such that it only has to be trained once. Alternatively,
an application of CB and MIVE would require a more
complex training and would decease the overall flexibility
of the proposed system. To effectively utilize the proposed
hybrid PET, it is imperative to ensure that the dual protection
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does not lead to a reduction in recognition performance for
the protected templates 7, when compared to the performance
obtained when working with unprotected templates z,.
We experimentally assess this aspect. In conclusion, it is
important to highlight that the scenario with n = 0
corresponds to a situation where only CB schemes are
employed on unprotected biometric templates f,. In this
specific case, we have t;, = 1. and t,, = t,,. This observation
is useful to evaluate the results obtained in the assessment of
the proposed hybrid PET.

The proposed method is generic and could therefore
be applied to any biometric data, given the availability
of corresponding cancelable biometric and soft-biometric
privacy-enhancement methods. The latter type of methods
have solely been proposed for face images, which are also
the main focus of this work. It is important to note that more
sensitive information can be derived from faces compared
to other biometric characteristics such as iris or fingerprints,
see [43], [44]. Moreover, since the proposed method is
applied at feature level, the computational complexity is low,
which allows for a seamless integration into existing (face)
biometric systems.

IV. EXPERIMENTAL SETTINGS

A. DATABASES

We consider the same public databases that were employed
in both the training and evaluation phases of the Multi-IVE
algorithm [22], to provide a better comparison of perfor-
mance between our proposed hybrid PET and the original
Multi-IVE algorithm. The training phase of Multi-IVE is
crucial to determine the order of feature elimination in
facial templates. For this purpose, we use the Color FERET
database [45], which consists of 2,722 facial images obtained
from 994 individuals, with demographic information about
sex, age, and ethnicity. We categorize age into three intervals:
0-29, 30-49, 50+, and ethnicity into four categories: Asian,
Black, White, and Others. We observe that approximately
63% of the images pertain to males, 47% to individuals
aged 30 to 49 years, and 62% to individuals of white
ethnicity. In the evaluation process we use the DiveFace
database [32], which equally represents six classes obtained
from the combination of sex (Male, Female) with three ethnic
groups (Asian, Black, and White). To assess recognition
performance and the accuracy of sex and ethnicity classifi-
cation across various iterations of the algorithm, we choose
a subset of 6,000 individuals equally representing the six
demographic groups.

Since biometric recognition algorithms, in particular face
recognition, are heavily based on ML and therefore prone
to exhibit demographic bias [46]. Bias mitigation may
be achieved through a fair composition of training data.
Based on the determination of sources of bias across demo-
graphic groups, the optimal composition of such a training
database may be investigated. To this end, synthetic image
generation techniques have been found to be useful [47].
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Moreover, the composition of the testing data on which
the goodness of bias mitigation will be estimated turns out
to be crucial. In this regard, focus could be put on the
creation of a suitable testing database taking into account
various factors which may cause demographic differentials in
face recognition. These efforts should result in a training and
testing platform designed to measure demographic bias and
train/test mitigation approaches, which is beyond the scope
of this work.

B. ALGORITHMIC DETAILS

In our study, we consider templates obtained with three
state-of-the-art facial image feature extractors based on Deep
Neural Networks, namely i) ArcFace [48], ii) MagFace [49],
and iii) ElasticFace [50]. Each of these extractors requires
facial images as input with dimensions of 112 x 112 pixels,
generating facial templates composed of 512 features.
To protect these templates, we employ our proposed hybrid
PET, created by combining the Multi-IVE algorithm with
CB schemes. Details of the implementation of the Multi-
IVE algorithm, along with its possible variants, can be
found in [22], which we recommend for a more detailed
understanding of the algorithm. In our study, we implement
Multi-IVE in the PCA domain, without imposing any
constraint on the elimination of principal components. We opt
for variant A of the algorithm, as we found that the
other variants do not provide any significant performance
improvements.

As for the CB schemes, we consider three state-of-
the-art algorithms, namely i) BioHashing [23], ii) MLP
Hashing [24], and iii) IoM Hashing [25]. For both the
Multi-IVE algorithm and the three CB schemes, we maintain
a consistent template size of 512 features. This ensures
that we can make a fair performance comparison between
Multi-IVE and our proposed hybrid PET. In the case of MLP
Hashing, we consider a neural network with three layers of
1024, 1024, and 512 nodes, which enables the generation of
templates with the desired dimensions. CB schemes require
the utilization of user-specific keys for the protection of facial
templates. In our study, we explore two key scenarios: the
normal scenario, where a distinct key is assigned to each
individual, modeling key secrecy, and the stolen-key scenario,
where the same key is used for all individuals, assuming a key
disclosure scenario.

C. EVALUATION

To evaluate the performance of our hybrid PET, we focus
on two key metrics: accuracy of biometric recognition, and
accuracy of sex and ethnicity attribute classification. These
metrics are evaluated in both the normal and stolen-key
scenarios, at various iterations n of the Multi-IVE algorithm.
Initially, we focus on the facial templates extracted through
the ArcFace method [48]. We provide dual protection to these
templates with our hybrid PET, applying sequentially the
Multi-IVE and BioHashing algorithms. To assess the validity
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of our hybrid PET, we provide a performance benchmark
of the algorithm along two fundamental aspects of the
algorithm:

e Choice of CB scheme: we compare BioHashing
against the other CB schemes considered in our
study while utilizing ArcFace for facial template
extraction.

o Choice of feature extractor: we compare ArcFace
against the other feature extractor considered in our
study while securing facial templates with BioHashing
as CB scheme.

To evaluate our hybrid PET, we replicate the experimen-
tal setup proposed in [22] for evaluating the Multi-IVE
algorithm. We evaluate our hybrid PET at intervals of
30 iterations of the Multi-IVE algorithm, repeating the
evaluation with 5 distinct seeds. The results are presented as
the mean accuracy and standard deviation calculated from
these five different executions, providing an insight into
the evolving accuracy trend in recognition performance vs.
estimation of soft-biometric attributes. Recognition per-
formance is evaluated in the context of biometric veri-
fication, focusing on mated and non-mated comparisons
of facial templates. The assessment of these compar-
isons is reported in terms of Equal Error Rate (EER).
We employ a set of 6,000 individuals selected from
the DiveFace database [32], each with three available
images. Mated comparisons are derived from all feasible
pairs of images belonging to the same individuals, while
non-mated comparisons are obtained by matching an image
of each individual with ten images from different random
individuals.

To assess the accuracy in estimating soft-biometric
attributes from protected facial templates #, € Ey, we employ
ML classifiers tailored to the specific attributes of interest,
and subsequently report their classification accuracy. In our
case, the estimated attributes are sex and ethnicity, as both of
them are represented in the DiveFace database. We continue
to work with the same set of 6,000 individuals mentioned
previously, equally representing these two soft-biometric
attributes of interest. We select one image from each
individual, and split the images into a development set Dy
and an evaluation set Ey . These sets are divided with a 70% to
30% split ratio and a stratification based on sex and ethnicity
to ensure balanced representation. As ML classifier CSb,
we opt for MLP, chosen for its consistent performance in
the evaluation of Multi-IVE (variant A). MLP consistently
exhibits the highest performance compared to other ML
classifiers across different iterations of Multi-IVE. For further
information on the used MLP-based classifier, the interested
reader is referred to [22]. At intervals of 30 iterations,
we train our MLP classifier, configured with a single hidden
layer of 1,000 nodes. The learning rate adapts dynamically,
with an initial value of 0.001, and we incorporate early
stopping criteria based on lack of improvement after ten
epochs, determined through a validation score computed with
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lines), and ii) accuracy for soft-biometric estimation (dashed lines). Color image.

10% of the development set Dy . Subsequently, we evaluate
the classifier’s accuracy using the images allocated to the
evaluation set Ey.

V. RESULTS

We present the results obtained during the evaluation of our
proposed hybrid PET with a database different than the one
used for training. In Figure 2 we benchmark the performance
obtained for different CB schemes, while in Figure 3 we
benchmark the performance obtained for different feature
extractors. We evaluate the performance of our hybrid PET
in terms of i) EER for biometric recognition, and ii) accuracy
in estimating the sex and ethnicity attributes from protected
templates t, € Ey.

Within each benchmark, we report every 30 iter-
ations the performance provided by our hybrid PET
with templates obtained considering different settings
and scenarios: i) templates #,, originated solely from
Multi-IVE, without the application of any CB scheme,
ii) templates ¢, generated with dual-layer protection,
combining Multi-IVE and CB schemes in the normal
scenario, and iii) templates f;, generated with dual-layer
protection, combining Multi-IVE and CB schemes in the
stolen-key scenario. Additionally, we closely observe the
performance of CB schemes when Multi-IVE is not applied,
i.e., when the number of iterations performed by Multi-IVE
n equals zero. This is illustrated in Figures 2 and 3 where
the x-axis (labeled as “Number of eliminations’”) represents
null values. In this specific context, the considered templates
become respectively: i) unprotected templates #,,, ii) templates
t. protected with CB schemes in the normal scenario, and
iii) templates 7. protected with CB schemes in the stolen-key
scenario.

The accuracy of soft-biometric attribute estimation in the
normal scenario approximates random values of 50% for sex
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and 33% for ethnicity, hence there is no need for averaging it
across multiple seeds.

A. BENCHMARKING CB SCHEMES

In our first experiment, we evaluate the performance in
recognition and soft-biometric attribute estimation provided
by templates ¢,, which have been originally extracted with
ArcFace and subsequently protected with the Multi-IVE and
BioHashing algorithms (Figure 2a). In the normal scenario,
we obtained random accuracy when estimating sex and
ethnicity attributes using our MLP classifier. Notably, the
recognition performance exhibited by our hybrid PET in
this scenario surpasses that of the Multi-IVE algorithm
alone. As known from previous studies [20], [26], [27], the
incorporation of secret user-specific keys in templates pro-
tected with BioHashing contributes to enhancing recognition
performance.

With our proposed hybrid PET, our primary focus is on
preventing the estimation of soft-biometric attributes from
protected templates #;, in the stolen-key scenario. In this
scenario, we observe that the dual protection offered by
Multi-IVE and BioHashing results in a reduction of accuracy
when estimating both sex and ethnicity, compared to the sit-
uations involving templates i) unprotected, ii) protected with
Multi-IVE alone, and iii) protected with BioHashing alone.
This is particularly evident until the elimination of the
first 350 principal component of templates. Interestingly,
we observe that the protection of soft-biometric attributes
does not entail a simultaneous decrease in recognition perfor-
mance. The latter is primarily governed by the number of iter-
ation n performed by the Multi-IVE algorithm and results not
affected by the combination of Multi-IVE with BioHashing.
Therefore, within the stolen-key scenario, our hybrid PET
provides an improvement in balancing the trade-off between
recognition performance and soft-biometric protection, as the
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accuracy of sex and ethnicity estimation decreases without
any concurrent increase of EER for recognition performance.
This is a relevant outcome since the mentioned trade-off
is usually considered a constraint for soft-biometric privacy
enhancement [8].

Other CB schemes, i.e., MLP Hashing and IoM Hashing,
respect the trend observed for BioHashing in both the
normal and stolen-key scenarios. Moreover, focusing on the
stolen-key scenario when Multi-IVE is not applied (number
of iterations n = (), we observe that MLP and IoM
Hashing provide lower accuracy in soft-biometric estimation
compared to BioHashing. While templates protected with
BioHashing achieve accuracy rates of 87% and 79% for sex
and ethnicity estimations (Figure 2a), MLP Hashing provides
accuracy rates of 76% and 66% (Figure 2b), and [oM Hashing
provides accuracy rates of 70% and 54% (Figure 2c). Both
MLP and IoM Hashing consistently maintain lower accuracy
in soft-biometric estimation throughout the duration of the
algorithm.

B. BENCHMARKING FEATURE EXTRACTORS

We also conduct benchmarks with three state-of-the-art
feature extractors, as they represent soft-biometric informa-
tion differently within the generated templates. However,
the proposed hybrid PET provides comparable performance
when applied to biometric templates extracted with different
feature extractors. A subtle exception is observed in the
case of ElasticFace (Figure 3c), where a slightly superior
performance in soft-biometric estimation is noted. According
to [51], the lower accuracy in ArcFace may be explained
by the margin-principle used during training that distorts the
feature space, making pattern learning harder. ElasticFace
introduces an elastic margin loss that relaxes the fixed
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penalty margin of ArcFace and allows flexible space
learning [50].

VI. CONCLUSION

In this study, we have introduced a novel hybrid PET designed
to combine the strengths of soft-biometric privacy enhance-
ment and CB schemes in protecting biometric templates
extracted from facial images. The privacy concerns relative
to the estimation of soft-biometric attributes from biometric
templates are real, and they must be addressed during
the protection of biometric templates. Our study represents
the first integration in a hybrid approach of a technology
intended to protect soft-biometric attributes within biometric
templates with CB schemes. The results obtained during
the evaluation confirm the validity of our hybrid approach,
contributing to the improvement of the trade-off between
recognition performance and protection of soft-biometric
attributes.

In future works, HE schemes can be incorporated into
the proposed hybrid PET to provide triplet protection.
It has been shown that a hybrid method using CB and
HE schemes is advisable. In fact, HE schemes provide
theoretically proven security when the keys are not disclosed,
while CB schemes apply a non-invertible transformation
to the original templates and reduce the dimension of
features prior to applying HE, which speeds up computations
in the encrypted domain of HE [20]. Following these
motivations and in combination with our proposed method,
we can consider applying Multi-IVE prior to CB and HE
schemes. In such a case, HE provides further security, and
the soft-biometric attributes remain protected with Multi-
IVE, even if the keys of HE and/or CB schemes are
disclosed.
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Our findings may be further generalized by consid-
ering alternative methods to evaluate the estimation of
soft-biometric attributes. Finally, novel proposed attacks
to the privacy of soft-biometric attributes need to be
assessed during the evaluation of soft-biometric privacy
enhancement [30], [52].
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