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Abstract

The continuous growth in cross-border mobility places
increasing pressure on existing border control infrastruc-
tures, motivating on-the-move biometric authentication, in
which travellers are identified directly inside their vehi-
cles at checkpoints. Face recognition is well-suited to
this setting, as it can be acquired passively and at a dis-
tance. Its development, however, is hindered by the lack of
representative datasets: existing benchmarks are collected
in controlled environments and do not capture the chal-
lenges inherent to vehicular acquisition, including motion
blur, variable illumination, occlusions, and cross-spectral
enrollment. To address this gap, we introduce a dataset
for on-the-move face recognition in border-control scenar-
ios, comprising NIR vehicle-crossing videos paired with
smartphone-based pre-enrollment data. Baseline evalua-
tions with state-of-the-art models show clear performance
limitations under these realistic conditions, highlighting the
need for dedicated methods to advance the field.

1. Introduction

Face recognition [20] is a highly suitable biometric
modality for automated border control (ABC) applications,
owing to its non-contact acquisition capability and seam-
less integration with established workflows [25]]. Neverthe-
less, achieving robust performance at land border crossings
remains a significant challenge. Under operational condi-
tions, subjects are frequently captured with non-frontal head
pose, motion blur, variable ambient illumination, and partial
facial occlusion. These difficulties are further exacerbated
when image acquisition is performed through automotive
windows, which introduces additional optical degradations
that materially degrade recognition accuracy.

A particularly underexplored yet operationally signifi-
cant scenario is in-vehicle border screening, in which a
traveler is observed while seated inside a vehicle through a

windshield or side window. In addition to the typical chal-
lenges inherent to unconstrained face recognition, automo-
tive windows introduce complex optical phenomena. Mod-
ern windshields frequently incorporate infrared-reflective
coatings engineered to attenuate solar heat gain; such coat-
ings can reflect in excess of 50% of near-infrared (NIR) ra-
diation, substantially reducing the signal available to NIR-
based imaging systems. Variability in window tint across
vehicle makes and models further increases variability [24],
while specular reflections arising from ambient lighting in-
troduce additional noise and artifacts.

VIS-NIR face recognition further suffers from the cross-
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Figure 1. Overview of the acquisition setup in DriveFace , includ-
ing a reference image, the probe VIDAR PAX [2] sensor-vehicle
setup, and samples from the three main probe capture settings.
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spectral domain gap [3[]: enrollment references are typically
acquired in the visible (VIS) spectrum (e.g., passport or mo-
bile photographs), whereas checkpoint probes are captured
in NIR, yielding substantial differences in facial texture and
reflectance that challenge models trained on VIS data alone.
Although benchmarks such as CASIA NIR-VIS 2.0 [27]
have advanced heterogeneous face recognition, they are col-
lected in controlled settings and do not reproduce the com-
bined effects of through-glass imaging, subject motion, and
unconstrained outdoor environments. Datasets acquired in
operational border settings remain largely proprietary [7].

To address these limitations, we introduce DriveFace ,
a NIR dataset that captures the end-to-end biometric work-
flow at vehicular border crossings and enables systematic
study of cross-spectral matching, through-glass degrada-
tion, and adverse illumination within a single operationally
representative benchmark collected over two months. A
dedicated presentation attack subset further supports anti-
spoofing research under realistic deployment conditions.
Figure I]illustrates the capture settings.

The main contributions of this work are listed below:

¢ DriveFace , a publicly available dataset for face recog-
nition at vehicular border crossings, pairing VIS pre-
enrollment images with in-vehicle NIR probes ac-
quired through automotive windows, and a presenta-
tion attack subset (DriveFace-PAD ).

* Rich per-acquisition metadata: tint level, illumination,
head pose, and vehicle speed, enabling fine-grained
analysis of individual degradation sources.

* Standardized face recognition and PAD protocols with
baseline results establishing reference performance on
DriveFace . The dataset is available at: [

2. Related Work

While there are a large number of face recognition
datasets publicly available [4} [18], 8, |9, 49], most are col-
lected in controlled environments and do not reflect the
challenges of vehicular border control. Below, we review
datasets relevant to this setting.

In-Vehicle Face Datasets In-vehicle face datasets are
typically introduced for driver monitoring rather than
identity recognition. Representative examples include
Drive&Act [31], DMD [33], and DriverMVT [34], which
capture in-cabin subjects under varying pose, occlusion, il-
lumination, and seating position for tasks such as distrac-
tion, drowsiness, gaze, and head-pose estimation. Datasets
more oriented toward in-vehicle authentication include

Ihttps://www.idiap.ch/paper/driveface
2https://www.idiap.ch/en/scientific—research/
data/driveface

AVICAR [26], VFPAD [22], and iCarB [23]. While valu-
able for automotive facial analysis, none target heteroge-
neous cross-session identity matching from outside the ve-
hicle through tinted or clear windows with profile-pose vari-
ation, leaving a clear gap for external-view, cross-modal
recognition.

NIR Face Datasets Near-infrared heterogeneous datasets
support face recognition beyond the visible spectrum, par-
ticularly under low light and for RGB-to-NIR matching.
Representative datasets include CASIA NIR-VIS 2.0 [27],
PolyU-NIRFD [44], Oulu-CASIA NIR&VIS [48], and
BUAA-VisNir [19], alongside broader multimodal datasets
such as the Tufts Face Database [35] and LAMP-HQ [43]].
Although these have advanced heterogeneous face recogni-
tion, they are collected indoors under controlled conditions
and do not capture through-glass acquisition, in-vehicle de-
ployment, motion, or outdoor settings.

Face Acquisition Through Glass Through-glass face ac-
quisition remains relatively underexplored. The most re-
lated works are the through-windshield driver recognition
study of Cornett et al. [[7], the Face Image Reflection Re-
moval (FIRR) dataset [39], and PP4AV [38]], which cover
subjects viewed through windshields, real outdoor driving,
and reflection-degraded imagery, respectively. However,
[39] and [38]] target different tasks and do not model hetero-
geneous mobile-RGB to external-NIR matching, while [7]]
captures multiple occupants through tinted windows. Pub-
lic benchmarks for through-glass face recognition therefore
remain limited.

Presentation Attack Detection Datasets PAD datasets
assess robustness to print, replay, and mask attacks. Es-
tablished benchmarks such as Replay-Attack [6], CASIA-
FASD [47], MSU-MFSD [40], OULU-NPU [5], and
SiW [30] rely on RGB capture in mobile or desktop
settings, while more recent datasets such as CASIA-
SUREF [45], CASIA-SURF CeFA [28]], CelebA-Spoof [46],
WMCA [16], and HiFiMask [29] extend toward multi-
modal sensing, cross-ethnicity evaluation, and 3D masks.
However, none of them jointly address PAD in NIR,
through-glass acquisition, and external-view capture under
tint, reflections, and motion. The in-vehicle datasets VF-
PAD [22] and iCarB [23] are closer: VFPAD targets in-
vehicle NIR PAD and iCarB supports in-car PAD-oriented
evaluation, but both focus on in-cabin capture rather than
external probes acquired through automotive glass.

3. The DriveFace Dataset

The proposed dataset was designed to support biomet-
ric research in operational border-control settings. It con-
sists of three components: (i) pre-enrollment face cap-
tures, (ii) in-vehicle face captures, and (iii) presentation at-
tacks. Together, these components reflect a realistic work-
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Figure 2. Samples from a single subject in DriveFace . The fig-
ure shows visible-spectrum reference captures from two sessions,
infrared probe samples acquired through simulated indoor win-
dow conditions with different tint levels and real-world outdoor
infrared acquired through clear vehicle windows at different view-
ing angles and moving conditions.

Table 1. Summary of the main components of DriveFace .
Subset Mod. # Var.

Reference RGB 4
Outdoor probes  NIR 24
Sim. tint indoor NIR 36
Indoor car NIR 6

Face pose

frontal to profile
frontal, 3/4, profile
frontal, profile
frontal, profile

flow in which a traveler first provides reference biometric
data prior to arrival and is subsequently observed under
challenging checkpoint conditions. The dataset was col-
lected from 70 consenting subjects over two recording
sessions, with corresponding reference samples and probes.
Figure 2] shows examples of the pre-enrollment face cap-
tures for reference and probe images. For most participants,
the two sessions were collected approximately two months
apart in order to capture realistic short-term variation in ap-
pearance, including changes in facial hair, hairstyle, groom-
ing, makeup, and other mild changes in facial appearance.
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Figure 3. Example presentation attack samples from DriveFace-
PAD . The figure shows variation in attack types under indoor and
outdoor conditions, with examples covering different presentation
poses and levels of glass tint.

Table 2. Summary of the presentation attack subset in DriveFace-
PAD .

Attack Identity Instruments / materials
Print Bona fide IDs  Printer: Inkjet / Laser

Matte / Normal / Glossy
Replay Bona fide IDs Laptop display

Mask External IDs  Paper, resin, silicone,
plastic, plastic + makeup,
thin colored plastic, rubber,

silicone, mannequin

3.1. Demographics

The dataset was collected from 70 consenting volun-
teers. The same participant pool was used across the data
collection campaign, which allows direct association be-
tween pre-enrollment reference samples and in-vehicle op-
erational captures. This design supports both verification
and identification experiments in which clean enrollment
data are matched against challenging probes. This dataset
effort contains a demographically diverse group of partici-
pants. In terms of gender, the dataset is relatively balanced,
with 45.7% female and 54.3% male subjects. The age dis-
tribution spans a broad range from 18 to 85 years old. The
dataset also includes variation in apparent skin tone, which
we summarize into three broad groups: light, medium, and
dark, containing 51, 11, and 6 subjects, respectively, based
on the available annotations. Figure[]illustrates the age and
skin-tone distributions of the subjects in the dataset.
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Figure 4. Age group distribution labeled by Fitzpatrick skin color
tones.

3.2. Pre-enrollment Face Captures

The pre-enrollment subset was designed to simulate a
trusted-traveler or pre-registration procedure performed be-
fore arrival at a checkpoint. For each subject and each
session, close-range facial videos were acquired using the
front-facing cameras of two consumer smartphones: an
iPhone 12 and a Samsung Galaxy S9. This subset provides
high-quality reference data intended to serve as identity
ground truth for subsequent comparisons with more chal-
lenging operational captures. During acquisition, subjects
were instructed to perform controlled head movements in
order to introduce natural pose variation rather than a single
static frontal view. This subset is therefore suitable as an en-
rollment/reference set for verification and identification ex-
periments under cross-device and cross-condition settings.

3.3. In-vehicle Infrared Face Captures

The in-vehicle subset targets face acquisition and recog-
nition for subjects seated inside vehicles and observed
through automotive glass. This scenario represents a partic-
ularly challenging condition for border biometrics, due to
the combined effects of reflections, window tint, low trans-
mission, viewpoint changes, motion blur, and reduced il-
lumination. The in-vehicle data were acquired primarily in
the near-infrared (NIR) spectrum under two complementary
protocols using a VIDAR PAX infrared sensor [2] with an
external illuminator.

Real-vehicle outdoor captures: In the first protocol, sub-
jects were recorded inside a real vehicle from an acquisition
distance of approximately /-2 m from the glass. Recordings
were captured from multiple viewpoints, including approx-
imately 0°, 45°, and 90°, and under both stationary and
moving-vehicle conditions. This protocol was designed to
reproduce realistic checkpoint approach conditions, includ-
ing motion-related degradation and perspective distortion.

Controlled indoor simulated-car captures: In the sec-
ond protocol, a controlled indoor setup was used to iso-

late the effects of glass transmission and scene illumination.
Recordings were acquired under five window tint levels cor-
responding to 5, 15, 20, 30, and 45 Visible Light Transmis-
sion (VLT) levels, and under three illumination levels of 5%,
20%, and 30%. Instead of using real cars, we mounted au-
tomotive glass panels with different VLT levels on wooden
frames simulating these variations. This protocol provides a
structured benchmark for studying the limits of face recog-
nition systems under through-glass conditions.
Real-vehicle indoor captures: For the third protocol, a
smaller set of real-vehicle indoor captures was also col-
lected to study face acquisition in a more controlled envi-
ronment while preserving the in-car setting. In this pro-
tocol, subjects were recorded inside a real vehicle at ap-
proximately 90° relative to the vehicle direction through
the clear window. Two facial pose conditions were con-
sidered, namely CAM and FWD, and recordings were ac-
quired at 5%, 20%, and 30% illuminator power. This part
of the dataset contains 418 NIR video clips.

Overall, the in-vehicle subset provides a challenging and
structured benchmark for evaluating robustness to through-
glass degradation, viewpoint variation, and adverse lighting
in border-control scenarios.

3.4. Presentation Attacks

The dataset also includes a presentation attack subset de-
signed to evaluate the robustness of face anti-spoofing sys-
tems in the proposed vehicular border-control setting. At-
tacks are presented in outdoor and indoor conditions from
inside the vehicle and captured from the outside using the
infrared sensor positioned at approximately 45° relative to
the vehicle direction.

The PAD subset includes three attack categories: print,
replay, and mask. Print and replay attacks are generated
from subjects for whom bona fide samples are available in
other parts of the dataset, while mask attacks are collected
from external subjects. All attack types are recorded un-
der the same factors: four infrared illumination levels (5%,
10%, 20%, 30%) and two attack poses, namely CAM and
FWD. The subset also includes variation within each attack
category. For print attacks, the dataset contains different
combinations of printer type and paper material, including
inkjet and laser printers, and matte, normal, and glossy pa-
per. For replay attacks, it contains two laptop display types.
For mask attacks, the dataset includes paper, resin, silicone,
transparent plastic, transparent plastic with makeup, thin
colored plastic, rubber, silicone over mannequin, and man-
nequin. Figure[3|shows example attacks, while Table[2]sum-
marizes the main factors covered by the subset.

3.5. Annotations and Metadata

Automated detection and tracking were used to isolate
consenting participants and remove bystanders, followed



by a final human-in-the-loop check to ensure that no non-
consenting identities remained visible. The dataset provides
annotations and metadata at the subject, session, and video
levels, with most acquisition settings encoded in the file-
name. Identity labels include the subject ID and, for in-
vehicle captures, the identities and seat positions of all oc-
cupants. Session labels are defined for both reference and
probe data: reference filenames encode subject ID, date,
and session number, while the parent folder indicates the
mobile device; in the probe subset, session 1 denotes out-
door captures and session 2 indoor captures. Additional
subject-level metadata include age, gender, and skin tone.
Viewpoint labels specify camera direction relative to the ve-
hicle (0°, 45°, 90°) and face pose (CAM, FWD). Tint and
illumination metadata include illuminator setting, scenario,
speed, weather, and window tint level. For the PAD subset,
attack labels also encode the attack category, instrument,
and material.

4. Experiments

This section describes the benchmarking performed on
the DriveFace dataset, including both FR and PAD experi-
ments.

4.1. Face Recognition Experiments

Protocols In the operational setting, RGB videos are
used for enrollment. These enrollment videos capture sub-
jects performing controlled head movements (left-right and
up—down). In the probe scenario, subjects are recorded us-
ing an NIR camera while seated inside vehicles under dif-
ferent operational conditions. For enrollment, a frontal face
image is selected for each subject using a pose estimator.
For the probe set, we use face crops produced by a face
detector and manually annotated with identity labels cor-
responding to the operational scenarios, selecting up to 10
samples per subject from each video.

For training and evaluation, the dataset is partitioned into
disjoint train and test sets based on identity. Specifically,
60% of identities are used for training and the remaining
40% for testing. Each subject has two capture sessions,
where samples from different sessions are used for enroll-
ment and probe sets to ensure cross-session evaluation.

The dataset includes three operational conditions: (1)
outdoor in-vehicle scenarios, (2) indoor in-vehicle scenar-
ios, and (3) indoor simulation scenarios with varying auto-
motive glass tint levels. These correspond to the protocols
outdoor, indoor_car, and simulation. Additional metadata,
such as vehicle speed, tint level, weather, and illumination
conditions are provided to support more detailed analysis.
The dataset statistics are shown in Table 3]

Metrics To evaluate face recognition performance, we re-
port several standard metrics commonly used in the liter-

Table 3. Face recognition protocol statistics for the DriveFace
dataset.

Train Test

Protocol IDs Videos Frames IDs Videos Frames

outdoor 41 1178 11699 28 909 9057
indoor_car 42 245 2050 28 166 1410
simulation 42 1450 14100 28 928 8980

ature, including Area Under the Curve (AUC), Equal Er-
ror Rate (EER), Rank-1 identification rate, and Verifica-
tion Rates (VR a.k.a I-FNMR) at specific False Acceptance
Rate (FARs a.k.a, FMRs) of 1%.

Baselines To benchmark performance on the dataset, we
consider several publicly available open-source face recog-
nition models. Although there exists a modality gap be-
tween enrollment (RGB) and probe (NIR), this gap is rela-
tively small compared to other heterogeneous settings [[15].
We evaluate a set of baseline models that are originally
trained for standard face recognition tasks, and addition-
ally include models that are explicitly trained on the train-
ing split of DriveFace . AdaFace [21] introduced an adap-
tive margin-based loss for face recognition that uses the
feature norm as a proxy for image quality. In our experi-
ments, we used the publicly available AdaFace model with a
ResNet-100 backbone trained on the WebFace12M dataset.
LVFace [42] introduced a Vision Transformer (ViT) based
FR model designed to better exploit large vision models
for face recognition. In our experiments, we used the
publicly available LVFace model based on a ViT-L back-
bone trained on the Glint360K dataset. EdgeFace [10] is a
lightweight face recognition model built on a hybrid CNN—
Transformer backbone. It is trained on RGB face images
from the WebFace dataset [49]]. In our experiments, we used
the publicly available EdgeFace-Base variant. xEdgeFace
[14] is a contrastive self-distillation framework designed
to adapt a pretrained face recognition backbone to hetero-
geneous face recognition. The method retains the origi-
nal EdgeFace [10] architecture and introduces cross-modal
alignment along with teacher—student supervision to enable
effective adaptation while preserving performance on the
source (RGB) task. As a result, the model gains robust het-
erogeneous recognition capability without catastrophic for-
getting, while remaining lightweight.

Experiment details For AdaFace, EdgeFace, and LV-
Face, we use publicly available pretrained models and per-
form baseline evaluations by comparing each probe sample
against all gallery templates using cosine distance. All im-
ages are first preprocessed using face detection and align-
ment, and the resulting 112 x 112 crops are fed into the
pretrained networks for feature extraction and evaluation.
For xEdgeFace, we adopt the EdgeFace backbone and fur-
ther tune it using the training split of DriveFace following



Table 4. Model performance comparison across different protocols

Protocol Model AUC EER VR@FAR=1% Rank-1
AdaFace 9945 2.69 96.01 97.42
Outdoor LVFace 98.50  5.26 90.17 92.26
EdgeFace 98.38 5.37 91.35 93.29
xEdgeFace 9894 4.18 93.12 94.22
AdaFace 9623  8.26 88.27 90.46
Simulation LVFace 95.19 11.42 79.68 83.95
EdgeFace 94.09 11.73 82.93 84.72
xEdgeFace 96.03  8.09 88.63 89.68
AdaFace 9859 3.11 96.24 97.11
Indoor Car LVFace 98.52  5.29 90.23 93.27
EdgeFace 98.75 4.48 93.92 93.34
xEdgeFace 9798 347 95.95 96.16

the method proposed in [[14], specifically optimizing it for
the cross-spectral setting. The performance reported corre-
sponds to evaluation on the test set.

Experimental results Tab. 4] summarizes the face recog-
nition performance across the three evaluation protocols.

Outdoor protocol. The outdoor protocol achieves the
strongest overall performance across all models, indicat-
ing that despite the RGB-NIR modality gap, robust FR
models perform reasonably well. AdaFace achieves the
best performance with an AUC of 99.45% and the lowest
EER of 2.69%, along with the highest Rank-1 accuracy
(97.42%). This suggests that its adaptive margin mech-
anism generalizes well even under mild modality shifts.
xEdgeFace improves over its backbone (EdgeFace), reduc-
ing the EER from 5.37% to 4.18% and increasing verifica-
tion rates, demonstrating the effectiveness of cross-spectral
adaptation.

Simulation protocol. The simulation protocol is the
most challenging scenario, with all models exhibiting a no-
ticeable drop in performance. This can be attributed to
the presence of controlled variations such as different glass
tint levels and potentially more severe spectral distortions.
AdaFace and xEdgeFace achieve comparable performance,
with AUC values around 96% and EERs near 8%, signifi-
cantly higher than in other protocols. Importantly, xEdge-
Face slightly outperforms AdaFace in VR @FAR=1%, high-
lighting the advantage of explicit cross-spectral adapta-
tion under challenging conditions. EdgeFace and LVFace
show the largest degradation, indicating that models trained
purely on RGB data struggle to generalize in this scenario.

Indoor car protocol. In the indoor in-vehicle set-
ting, performance remains high but shows a slight degra-
dation compared to outdoor conditions, likely due to more
constrained lighting and reflections from vehicle interiors.
AdaFace achieves the best overall results in this protocol,
with the lowest EER (3.11%) and highest Rank-1 accuracy
(97.11%), indicating strong robustness to controlled in-car
conditions. Notably, xEdgeFace again improves over Edge-

Face, confirming that domain adaptation consistently ben-
efits cross-spectral matching. However, the gains are less
pronounced than in the simulation scenario, suggesting that
the domain gap is smaller in this setting.

Across all protocols, the results highlight two key as-
pects: (i) the impact of cross-spectral and environmental
variations on recognition performance, and (ii) the benefit
of adapting models to the target domain. Pretrained RGB
models (AdaFace, EdgeFace, and LVFace) demonstrate
strong baseline performance, indicating that the RGB-NIR
gap in this dataset is small, although it still introduces
noticeable degradation under more challenging conditions.
Among these, AdaFace consistently achieves the most ro-
bust performance, likely due to its quality-aware training
strategy. At the same time, the consistent improvements
of xEdgeFace over its backbone EdgeFace across all pro-
tocols emphasize the importance of domain adaptation for
heterogeneous face recognition, with the gains being partic-
ularly evident in the more challenging simulation scenario.
It should be noted that, EdgeFace and xEdgeFace are sig-
nificantly more lightweight compared to AdaFace and LV-
Face, yet they remain competitive, highlighting an impor-
tant trade-off between efficiency and performance. Overall,
while strong pretrained models generalize reasonably well,
explicit cross-spectral adaptation is crucial for achieving ro-
bust performance under varying operational conditions, es-
pecially when illumination changes and sensor differences
introduce larger domain shifts.

Figure [5] shows representative failure cases in the sim-
ulation protocol. From the images, it is evident that most
failures occur under conditions such as extreme tint, low
contrast, extreme profile views, and the presence of occlu-
sions.

Effect of Tint Level We performed a set of experiments
on the controlled subset, reporting AUC separately for each
VLT level and for clear glass (Tab. [3). Across the evaluated
models, performance generally improves as light transmis-
sion increases, with clear glass giving the best results. This
directly quantifies the effect of tint.

Table 5. AUC values for different FR models across tint levels.
VLT AdaFace LVFace EdgeFace xEdgeFace

TO5 98.36 98.72 98.42 98.20
T15 98.48 98.09 98.12 98.60
T20 99.31 99.04 98.23 98.72
T35 99.62 99.14 98.75 99.35
clear 100.00 99.86 99.87 100.00

4.2. Presentation Attack Detection

As noted in the study in [13], replay attacks do not con-
stitute a significant challenge in the near-infrared (NIR) do-
main, as they are largely invisible in NIR. Therefore, this
work focuses on more challenging and operationally rele-



-0.0611

Enroll

Probe

Figure 5. Worst-case verification pairs. Left (green): genuine pairs with the lowest match scores, indicating failure to recognize true
matches. Right (red): impostor pairs with the highest match scores, indicating false acceptances. Top row shows enrollment images;

bottom row shows corresponding probe images.

vant attack types, namely print and mask-based presentation
attacks [12]], which exhibit greater attack potential.

Protocols We define three evaluation protocols to as-
sess model robustness under different attack conditions:
grandtest, where all attack types appear across training,
development, and evaluation splits, representing a known-
attack setting with disjoint subjects and attack instruments;
unseen_print, where print attacks are excluded from training
and development and appear only at evaluation, simulating
an unseen print-attack scenario; and unseen_mask, which
follows the same setup for mask attacks to measure gen-
eralization to unseen mask-based attacks. A detailed sum-
mary of the dataset statistics for each protocol is provided
in Table[6l

Table 6. Summary of PAD protocol splits.

Protocol Split IDs Frames Bonafide Attack Print Mask
train 42 13375 9856 3519 1495 2024
grandtest dev 14 4845 3488 1357 561 796
eval 14 5501 4098 1403 664 739
train 36 11843 9263 2580 0 2580
unseen_print  dev 12 3944 2965 979 0 979
eval 22 7934 5214 2720 2720 0
train 44 13786 11546 2240 2240 0
unseen_mask  dev 14 3781 3301 480 480 0
eval 12 6154 2595 3559 0 3559

Metrics To evaluate the performance of presentation at-
tack detection (PAD) systems, we adopt the standardized
metrics defined in ISO/IEC 30107-3 [1]. Specifically, we
report the Attack Presentation Classification Error Rate
(APCER) and the Bona Fide Presentation Classification Er-
ror Rate (BPCER), where BPCER corresponds to the rate
at which bona fide samples are incorrectly classified as at-
tacks. Additionally, we compute the Average Classification
Error Rate (ACER), defined as the mean of APCER and
BPCER. The decision threshold is determined on the de-
velopment set of each protocol using the Equal Error Rate
(EER) criterion.

Baselines We evaluate several baseline models across the
protocols. DeepPixBiS [[11] employs a DenseNet-based ar-
chitecture with pixel-wise binary supervision to enhance
PAD performance. In our implementation, we utilize only
the pixel-wise binary loss during training, and final pre-
dictions are obtained by averaging the resulting pixel-wise
score maps. For CLIP [36], we utilize the vision en-
coder of the CLIP model, specifically the ViT-B/32 vari-
ant. Two training configurations are considered: (i) CLIP
(fc only), where only the final fully connected layer is
trained while keeping the backbone frozen, and (ii) CLIP
(full), where all model parameters are fine-tuned. The Di-
noV2 [32] baseline utilizes the DinoV2 backbone, specifi-
cally the ViT-B/14 variant. Only the final fully connected
classification layer is fine-tuned, while the backbone re-
mains frozen. ConvNeXtV2-Tiny and EfficientNet-BO are
lightweight convolutional architectures based on ConvNeXt
V2 [41] and EfficientNet [37], respectively. Both models
are pretrained on ImageNet and subsequently adapted for
the binary PAD classification task.

Experimental Settings All images were first prepro-
cessed with face detection using the SCRFD [17] model and
alignment, after which they were cropped to a fixed spatial
resolution of 224 x 224 pixels. All models were trained for
100 epochs using a learning rate of 1 x 10~* and a weight
decay of 1 x 1075, with a batch size of 64. The training pro-
cess was implemented in Py Torch and used NVIDIA RTX
3090 GPUs. To improve generalization, data augmentation
was applied during training, including random horizontal
flipping, RandAugment, random rotations up to 30°, and
color jitter with brightness, contrast, and saturation varia-
tions of 0.15. To mitigate class imbalance, the training data
was sampled in a balanced manner.

Experimental Results on PAD Table [/| summarizes the
PAD performance across all three protocols. In the
grandtest protocol all models achieve low error rates, with
EfficientNet-BO performing best (ACER = 0.50%), fol-
lowed by ConvNeXtV2-Tiny (0.70%). This indicates that



Table 7. Summary of PAD results.

EER

Protocol Model APCER BPCER ACER
DeepPixBiS [11] 0.00 3.30 1.60

CLIP (fc only) 4.40 2.60 3.50

grandtest DinoV2 (fc only) 3.50 1.00 2.20
EfficientNet-BO 0.10 0.90 0.50

CLIP (full) 1.60 6.50 4.00
ConvNeXtV2-Tiny 0.30 1.00 0.70

DeepPixBiS [11] 91.60 0.00 45.80

CLIP (fc only) 78.80 0.00 39.40

unseen_mask DinoV2 (fc only) 52.30 0.10  26.20
b EfficientNet-BO 54.50 0.00 27.20

CLIP (full) 83.90 1.60  42.70
ConvNeXtV2-Tiny 73.10 0.00 36.60

DeepPixBiS [11] 36.70 0.00 18.40

CLIP (fc only) 67.80 0.10  34.00

unseen_print DinoV2 (fc only) 53.00 0.20  26.60
- EfficientNet-BO 70.70 0.00 35.40

CLIP (full) 64.70 340  34.00

ConvNeXtV2-Tiny 42.80 0.10  21.50

the evaluated models perform well in the known-attack set-
ting. CLIP-based models show comparatively higher errors,
particularly in BPCER.

In contrast, performance drops sharply in the unseen
attack scenarios. For unseen_mask, all models exhibit
very high APCER, with DinoV2 (fc only) performing best
(ACER = 26.20%), suggesting better generalization from
self-supervised (SSL) features. However, overall results re-
main poor, highlighting the difficulty of mask attack detec-
tion under domain shift. For unseen_print, the degradation
is less severe. DeepPixBiS achieves the best result (ACER
= 18.40%), followed by ConvNeXtV2-Tiny (21.50%).

These results motivate further research on domain adap-
tation and self-supervised representations for generalization
to unseen attacks.

5. Discussion

The experiments on DriveFace demonstrate that both FR
and PAD remain challenging in realistic vehicular border-
control conditions, even when strong pretrained models are
used. On the FR side, the results show that the RGB-NIR
modality gap is manageable but still non-negligible, espe-
cially under more difficult conditions such as the simula-
tion protocol, where glass tint and controlled illumination
changes introduce a larger domain shift. AdaFace consis-
tently provides the strongest overall baseline, while xEdge-
Face shows clear gains over EdgeFace across all proto-
cols, confirming the value of explicit cross-spectral adap-
tation. Importantly, EdgeFace and xEdgeFace are signif-
icantly smaller and more lightweight than AdaFace and
LVFace, yet they remain competitive, making them par-

ticularly attractive for deployment in practical resource-
constrained systems. On the PAD evaluations, the grandtest
protocol results indicate that known attacks can be detected
reliably, but performance degrades substantially in unseen
attack settings, especially for mask attacks, revealing a clear
generalization gap. These findings suggest that DriveFace is
a challenging and realistic benchmark that exposes limita-
tions not only in cross-spectral face recognition, but also in
robust spoof detection under operational conditions, high-
lighting the need for models that jointly address efficiency,
domain shift, and generalization to unseen scenarios.

6. Conclusion

In this work, we introduced the new DriveFace and
DriveFace-PAD datasets for cross-spectral through-glass
face analysis in on-the-move vehicular border-control sce-
narios, together with benchmark protocols for both face
recognition and presentation attack detection. The datasets
capture realistic operational challenges, including RGB-
to-NIR matching, through-glass acquisition, unconstrained
viewpoints, varying illumination, and presentation attacks.
Experimental results show that while modern pretrained
face recognition models already provide strong baselines,
their performance still drops under more challenging en-
vironmental and spectral conditions, and explicit cross-
spectral adaptation further improves robustness. Similarly,
PAD results reveal that detecting known attacks is rela-
tively easy, whereas generalization to unseen attacks re-
mains difficult. Overall, DriveFace and DriveFace-PAD
provide a valuable benchmark for advancing research on ro-
bust and efficient biometric systems for real-world border-
control applications. To support reproducibility and fur-
ther research, the dataset, evaluation protocols, and code
are publicly available.
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