
Every Frame You Take: The Video-based Morphing Attack Detection Challenge
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Abstract

Face morphing attacks represent a critical threat to Face
Recognition systems deployed in operational scenarios such
as automated border control gates and remote identity ver-
ification platforms. Although most Morphing Attack Detec-
tion (MAD) research focuses on static images, real-world
operational biometric systems typically acquire short video
sequences that provide additional temporal and quality-
related information. To address this gap, “Every Frame
You Take: The Video-based Morphing Attack Detection
(V-MAD) Challenge”, organized in conjunction with the
IEEE/IAPR International Joint Conference on Biometrics
2026, promotes research on Video-based MAD under real-
istic conditions. The competition introduces a novel bench-
mark composed of real and synthetic acquisition datasets
and evaluates submitted methods under two complementary
settings: a simple scenario aligned with the training dis-
tribution and a significantly more challenging scenario de-
signed to assess robustness against unseen morphing con-
ditions and acquisition variability. A total of 25 systems
were submitted and evaluated on sequestered datasets us-
ing standard and custom MAD metrics. This paper summa-
rizes the challenge organization, datasets, evaluation pro-
tocol, participating methods, and final results, highlight-
ing emerging trends and future directions for robust Video-
based MAD systems.

1. Introduction

Face morphing attacks [22] have emerged as one of the
most critical threats against modern Face Recognition sys-
tems (FRs) deployed in operational scenarios such as Auto-
mated Border Control (ABC) gates. By blending the facial
characteristics of two different individuals into a single syn-
thetic identity image, morphing attacks can allow multiple
subjects to successfully authenticate against the same iden-
tity document while maintaining visual plausibility to both
human operators and automated biometric systems [47].

Over the last decade, the research community has pro-
posed a large variety of Morphing Attack Detection (MAD)
approaches to counter this threat. Generally, existing meth-
ods are divided into Single-image MAD (S-MAD), where
only the ICAO-compliant [31, 32] document image is an-
alyzed, and Differential MAD (D-MAD), where the docu-
ment image is compared against a trusted live capture [46].
Recent advances in Deep Learning and feature fusion anal-
ysis have significantly improved detection performance un-
der controlled conditions [9, 27, 48]. Generally, most exist-
ing MAD benchmarks and algorithms are designed only for
single- and double-image analysis.

The use of a single or a pair of images in input only
partially reflects real operational biometric systems, such as
ABC gates. Indeed, in practical deployments, FRs typically
acquire short video streams rather than isolated frames [13].
The availability of multiple frames introduces both new vul-
nerabilities and new opportunities.
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Figure 1. Visual summarization of the V-MAD task. The input consists of an ICAO-compliant image and a short video sequence. Raw
frames can be selected (Frame Selection) to reduce the impact of several elements (such as non-frontal poses or uneven illumination); in
addition, features extracted from single frames can be merged (Frame Fusion) for a more robust result of the final V-MAD model.

On one hand, repeated acquisition attempts may increase
the probability of a successful morphing attack. On the
other hand, video sequences provide richer temporal and
quality-related information that can potentially improve ro-
bustness of MAD systems.

To address this gap between research benchmarks and
operational deployments, Borghi et al. [7] introduced the
task of Video-based Morphing Attack Detection (V-MAD),
demonstrating that combining information across multiple
probe frames can substantially improve MAD performance
compared to traditional frame-level approaches. Their work
established the first systematic formulation of V-MAD, in-
vestigating score-level fusion strategies, face image quality
assessment, and machine learning-based fusion methods in
realistic border-control scenarios.

1.1. Video-based Morphing Attack Detection

As mentioned, in real operational scenarios, Face Recog-
nition systems typically acquire short video streams rather
than isolated facial images [13]. Consequently, traditional
D-MAD approaches may not fully exploit the information
naturally available during the verification process.

The availability of multiple probe frames fundamentally
changes the landscape of morphing attacks, with important
implications for MAD systems from both adversarial and
defensive perspectives.

For attackers, the sequential nature of video acquisition
offers a clear advantage: unlike single-image verification, a
video stream effectively provides repeated comparison at-
tempts across all frames. In many automated border con-
trol and identity verification systems, a single successful
frame-level match may be sufficient to satisfy the verifica-
tion threshold and grant unauthorized access [23, 26]. As a
result, even a morphed image of moderate quality may yield
a high similarity score in at least a subset of frames, bypass-
ing detection if the system relies on independent frame-level
decisions rather than aggregating evidence over time.

From a defensive standpoint, videos provide richer and

more diverse evidence than a single image, enabling more
robust detection. The temporal dimension introduces natu-
ral variability in face dynamics, camera behavior, and en-
vironmental conditions: consecutive frames may exhibit
meaningful variations in head pose, expression, illumina-
tion, depth-of-field, motion blur, and overall quality. This
variability stems from both physical and technical factors.
The subject may shift position, blink, rotate the head, or
change expression, while camera processes such as auto-
focus, auto-exposure, and compression further alter frame
appearance. Consequently, some frames in a sequence
may show a frontal, well-lit, sharp, and unobstructed face,
whereas others may suffer from motion blur, shadows, off-
axis gaze, or sensor and compression noise.

The main advantage of V-MAD over classical D-MAD
is that the decision no longer depends on a single probe
acquisition. Instead, the system can exploit complemen-
tary evidence from multiple frames, thereby reducing the
impact of the aforementioned conditions and other acquisi-
tion artifacts [36] (see Fig. 1). Indeed, the original V-MAD
study showed that even simple score-level fusion strategies
can improve detection performance with respect to select-
ing a single frame [7]. Moreover, quality-aware strategies
can further support the selection or weighting of more re-
liable frames by incorporating Face Image Quality Assess-
ment (FIQA) scores into the aggregation process [7, 49].

In the literature, only limited previous works investigated
multiple acquisitions or multi-camera settings for morph-
ing attack detection [51, 52]. However, these works do
not fully address the document-to-video formulation con-
sidered in V-MAD, where a single document image is com-
pared against a live sequence acquired during an operational
verification attempt. Therefore, V-MAD represents a natu-
ral evolution of D-MAD toward more realistic biometric de-
ployment scenarios, opening the way to robust frame aggre-
gation, quality-aware decision strategies, temporal consis-
tency analysis, and video-oriented deep learning solutions.

Building upon this framework, the “Every Frame You



Take: The Video-based Morphing Attack Detection (V-
MAD) Challenge”1 was organized in conjunction with
IEEE/IAPR International Joint Conference on Biomet-
rics (IJCB) 2026 with the goal of fostering research on
sequence-based morphing attack detection under realistic
operational conditions. The competition introduces a novel
benchmark specifically designed for video-based MAD, in-
cluding both real and synthetic acquisition scenarios char-
acterized by pose variations, illumination changes, occlu-
sions, and heterogeneous acquisition conditions. Unlike
previous MAD evaluations, the challenge explicitly frames
morphing attack detection as a sequence-level biometric
security problem, encouraging participants to investigate
video-oriented deep learning strategies.

Summarizing, this paper presents an overview of the
competition, including the adopted datasets, evaluation pro-
tocol, participating solutions, and results. Furthermore, we
discuss the main methodological trends emerging from the
challenge and highlight future research directions toward
robust and operationally realistic V-MAD systems.

2. Related Work

2.1. Face Morphing Attacks

Face morphing consists of generating a synthetic facial
image by blending the biometric characteristics of two or
more different identities into a single image. Within the
context of electronic Machine-Readable Travel Documents
(eMRTDs), morphing attacks represent a severe security
vulnerability because a morphed document image may suc-
cessfully match multiple individuals while remaining vi-
sually plausible [22]. Previous studies demonstrated that
morphing attacks can deceive both human inspectors and
commercial face recognition systems, especially in uncon-
strained operational scenarios [45, 47].

The growing accessibility of generative artificial intelli-
gence techniques, including GANs [28] and Diffusion Mod-
els [44], has further increased the realism and diversity
of morphed images. In addition, modern retouching and
restoration techniques [8, 17] can effectively suppress vis-
ible artifacts that are typically exploited by traditional de-
tection algorithms [11]. These developments have consid-
erably increased the difficulty of the task and motivated the
need for more robust and realistic detection paradigms.

2.2. Synthetic Data for Morphing Attack Detection

The growing demand for large-scale and privacy-
compliant biometric datasets has progressively increased in-
terest in the use of synthetic facial data for both face recog-
nition and presentation attack detection research [10, 20].

1Official challenge website:
https://sites.google.com/view/vmad26competition

Indeed, synthetic data generation offers several advan-
tages, including reduced privacy concerns, improved de-
mographic balancing, controllable acquisition conditions,
and the possibility of generating large amounts of annotated
data at limited cost [14, 18].

Recent studies investigated the effectiveness of synthetic
facial images for improving the robustness and general-
ization capabilities of biometric systems. For instance,
the SDFR [50] and FRCSyn-onGoing [41] initiatives high-
lighted the potential of synthetic data and their combination
with real data to improve FRs performance across heteroge-
neous operational conditions. Similarly, synthetic identities
and AI-generated facial images have recently been explored
within the morphing attack detection domain to alleviate the
limited availability of operational morphing datasets and fa-
cilitate reproducible benchmarking [12, 30].

At the same time, the increasing realism of generative
models introduces additional challenges for biometric se-
curity. Modern synthetic face generation approaches based
on GANs and Diffusion Models can produce highly realis-
tic identities and morphing attacks that substantially reduce
the effectiveness of traditional artifact-based MAD meth-
ods [28, 44]. Consequently, evaluating MAD systems under
synthetic acquisition conditions is becoming increasingly
important to assess their robustness.

Motivated by these considerations, the V-MAD Chal-
lenge includes not only real operational acquisition scenar-
ios, but also a fully synthetic benchmark, specifically de-
signed to investigate the role of synthetic identities, sim-
ulated acquisition variability, and AI-generated content in
video-based morphing attack detection.

3. The Challenge

3.1. Datasets

At the time of writing, no public datasets for the V-MAD
task are available in the literature. Then, the first step of the
competition is to acquire and create a common dataset.

A dataset suitable for V-MAD requires a specific struc-
ture than databases commonly used for traditional MAD:
indeed, for each subject, at least one ICAO-compliant [32,
31] frontal photo must be included, usable as a document-
like reference image, and one or more video sequences cap-
tured under realistic conditions, such as to simulate the be-
havior of FRs in an operational environment. Additional de-
sirable properties include high-resolution frames with vari-
ability in pose, camera distance, illumination, and occlu-
sions, together with several identities.

Based on these criteria, several public or semi-public
datasets, including ChokePoint [55], PaSC [5], MBGC [43],
YouTube Faces [25], IJB-A [35], and UMD Faces [3], are
not fully suitable for V-MAD. ChokePoint, for instance, in-
cludes a few subjects and no ICAO-compliant frontal pho-
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