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Abstract—Automatic face recognition systems are widely used
in different applications which require authentication. Among
various types of attacks against face recognition systems, mor-
phing attacks have become a major concern, where face images
of two subjects are combined into a face morph image which is
submitted for enrolment. In a successful attack, both contributing
subjects can then authenticate against the morph reference. In
this work, we propose a new method to generate face morphs
based on inversion of the optimal morph embeddings. To this
end, we first find the optimal morph embeddings using the face
embeddings of two source face images and then use state-of-the-
art template inversion techniques to generate the morph. We use
three different template inversion methods: the first one exploits
a fully self-contained embedding-to-image inversion model, while
the second and third leverage the realistic image generation of a
pretrained StyleGAN network and a foundation model based on
diffusion models, respectively. Furthermore, we use optimization
methods to improve the performance of template inversion meth-
ods in the generation of face morph images from optimal morph
embeddings. In our experiments, we evaluate the performance
of generated face morph images and compare them with state-
of-the-art morph generation methods, showing the superiority
of our method. We showcase that our method can outperform
state-of-the-art deep-learning-based morph generation methods,
both in white-box and black-box attack scenarios, and compete
with state-of-the-art landmark-based morph generation methods.
Moreover, we perform a practical print-scan attack to simulate
a real-world scenario and compare our method with previous
methods in the literature, demonstrating the effectiveness and
superiority of our method. The source code of our proposed
method and all experiments are publicly available.

Index Terms—Face Recognition, Embedding, Generation,
Morph Attack, Optimal Morph, Template Inversion.

I. INTRODUCTION

ACE recognition (FR) systems have become a ubiquitous

solution for automatic authentication in various applica-
tions, such as unlocking smartphoneﬂ e-bankingﬂ automated
border controﬂ etc. In spite of advancements in developing
face recognition systems over the past decades, these systems
are vulnerable to different types of attacks. Among those,
morphing attacks in particular are a major concern. In mor-
phing attacks, faces of two contributing subjects are mixed
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Fig. 1: Morph attack based on optimal morph embedding: 1)
Morph Generation: face embeddings are extracted from the
source face images using a face recognition network Fj g,
available to the adversary. Then, an optimal morph embedding
is computed in the embedding space. Finally, the optimal
morph embedding is fed to a template inversion model Gy to
generate a candidate morph image. 2) Attack: the generated
morph is registered as biometric reference in a database using
a distinct face recognition network Fiuee, the target of the
attack. In successful attacks, both contributing subjects can
authenticate against the stored reference e.g., share a passport.

to form a so-called morph, which is then submitted as a
reference for enrolment in a FR system (e.g., as a passport
photo). Later, during the verification stage (e.g., while holding
passport at border control), both contributing subjects can then
be authenticated by the FR system in a successful attack,
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which poses a critical security issue to the FR system as it
breaks the fundamental “one passport - one identity” principle.
Face morphs can be generated at the image-level by inter-
polating the facial landmarks and blending the texture infor-
mation (landmark-based methods) [1]. Alternatively, several
methods have been proposed using deep learning techniques,
by interpolation or optimization in the latent space of a face
generator network based on Generative Adversarial Networks
(GANSs) [2], [3] or diffusion models [4], [5] (latent-based
methods). By leveraging the power of face generator networks,
latent-based methods can generate high-quality face images.
However, interpolation in the latent space of a face generator
network is not theoretically guaranteed to smoothly interpolate
the identity information in the resulting image. Potentially
because of this, it is observed that latent-based methods have
inferior performance compared to landmark-based methods.
Instead of using the latent space of a face generator network,
what if we use could use a different representation space, in
which the identity can really be smoothly interpolated, and
from which it is still possible to generate face images? We
could then interpolate an optimal morph representation in this
space and subsequently generate more successful face morphs.
As a matter of fact, the embedding space of a face recognition
model, which is used for distinguishing the identity in FR
systems, can be the best candidate to represent identities and
compute optimal morph representations by interpolation. We
can find a theoretical optimal morph embedding between face
embeddings of two contributing subjects, which has the same
distance with both embeddings. However, the generation of
face images from a face embedding is not straightforward
and requires further efforts. Nevertheless, recent works in
the field of face template inversion have demonstrated the
feasibility of reconstructing face images from face embeddings
with significant identity preservation performance [6]—[23]].
The template inversion methods can provide new opportunities
for exploring the embedding space of face recognition models,
and also enables one to perform desired arithmetic operations
in the embedding space before going back to the image space.
In this paper, we propose a novel method to generate
morph images, by calculating an optimal morph embedding
and then reconstructing its corresponding face image using
template inversion methods. Fig. [] illustrates the generation
of face morphs with our proposed method and the attack sce-
nario. We use three state-of-the-art template inversion methods
to generate morph images as three deep morphing attacks.
However, these methods also have some errors caused by
imperfections in the performance of the template inverter,
which leads the generated morph images to not exactly map
back to the same embedding as the input to the inverter
(optimal morph embedding). To address this issue, we apply
optimizations in each of the template inversion models to fine-
tune the morph, such that the generated face morphs have
more similar embeddings to the optimal morph embeddings.
In our experiments, we evaluate the performance of generated
morph images and compare with previous morph attacks on
the Face Research Lab London dataset (FRLL) [24] and Face
Recognition Grand Challenge (FRGC) [25] datasets. We also
perform a more realistic evaluation of our method by printing

and then scanning the morphs (similar to what would happen
in a real world passport application scenario), and compare
to previously proposed morphing attacks. Our experiments
demonstrate superiority of our proposed morph generation
method and also show the significant vulnerability of FR
models.

In summary, our contributions are as follows:

We propose a new method to generate morphs, by inter-
polating source embeddings into an optimal embedding in
the face embedding space, and generating morph images
using template inversion methods. To our knowledge this
is the first work on generation of morph images using
template inversion and interpolating in the embedding
space of FR models.

We consider for this purpose three different template
inversion techniques. For each case, we also extend the
process with an optimization step to further improve the
resulting morph.

We provide extensive experimental evaluation, demon-
strating the superior effectiveness of our proposed method
compared to state-of-the-art morph attacks. In particular,
we perform a print-scan evaluation of generated morph
images, which demonstrates the superiority of our method
and shows the vulnerability of FR systems in practical
scenarios.

The remainder of the paper is organized as follows. In
Section [T} we review related works about morph generation as
well as face template inversion. Then, in Section [[T]| we explain
in detail the concept of optimal morph embedding and describ
our proposed method to generate morphs from optimal morph
embeddings. In Section we report our experimental results
and discuss our findings.

II. RELATED WORK

In this section, we review the related work in the literature
on generation of face morphs (Section and template
inversion methods to reconstruct face images from facial
embeddings (Section [[I-B).

A. Morph Generation

The idea of morphing attacks has first been introduced
in 2014 by [1], which suggests a scenario where a wanted
criminal and an accomplice create a fake image (the morph)
mixing their two faces. After the accomplice uses this morph to
apply for a passport, both contributing sources can then share
it, enabling the criminal to go unnoticed through automated
border control (ABC) gates. The feasibility of this attack is
demonstrated by manually generating morphs, enrolling them
in a FR system and showcasing that both source identities
can then successfully authenticate against the morph. The
morphing approach introduced in [[1] is nowadays known
as landmark-based morphing. The general idea is to label
specific face landmarks in both source images, warp the
images to align those landmarks, and then average the pixels.
The original process involved a lot of manual work and
suffered from visible so-called ghosting artifacts on the non-
aligned boundary of the face. Subsequent works proposed an



automated approach [26], and solved the ghosting artifatigo source latents will decode into a satisfying morph, with
issue by blending the morphed face back into one of the souroeighly equivalent perceptual similarity to both source images.
images [27]. However, this perceptual similarity is occurring at the level
More recently, a new family of morphing generators hasf generic image features, not specically of the identity.
emerged, based on deep learning approaches (deep morpis)other words, one can expect the morph to “look similar
At a high-level, all methods rely on a similar idea: overall” to both sources, but not necessarily to “look similar in
1) De ne a meaningful latent space for representing fagdentity”. While those two notions can in many cases roughly
images, such that both image-to-latent encoding amtlgn (which is proven by the success of aforementioned deep

latent-to-image decoding are available. morphing works), they are still conceptually different. This
2) Encode the source images into their latent representiaus raises the question of nding a latent space with stronger

tion. conceptual guarantees that gradually moving along a segment
3) Generate a latent morph by interpolating between tlaetually will correspond to a gradual change in the identity

latent sources. of the generated image. As it happens, there exists a very
4) Decode the latent morph into a face image. natural space for this: the embedding space of a pretrained face

In some cases, the latent morph can be ne-tuned by optimiZzgcognition network. Encoding faces in this embedding space
tion, aiming to maximize the identity similarity of the decode@nd performing the interpolation there provides the strongest
face morph to both sources' faces. Importantly, this additiontileoretical guarantee that the resulting morph will be very
step requires the introduction of a face recognition network afective [33], [34]. One remaining crucial ingredient to use
a part of the morph generation pipeline, to evaluate the Ioéds space for morph generation in practice is a decoder from
in the optimization process. face embeddings to face images, also known as a template
The rst proposed deep morphing method was introducedversion system.
in [2]. They trained a generative adversarial network (GAN)
for face generation, jointly with an encoder into the late Template Inversion
space of the GAN. They used the resulting latent space for P
face representations and the synthesis network of the GAN ad here are several methods in the literature for reconstructing
the decoder. A main limitation of their approach is the loface images from facial embeddings (also known as facial
resolution of the resulting images, which are among othegmplates), which are mainly proposed for template inver-
not ICAO-compliant. Higher resolution morphs were achievegion (TI) attacks against face recognition systems [6]-[23].
in following works by exploiting the StyleGAN model [28], These methods can be categorized into optimization-based and
a powerful high-resolution face generator. Faces are agéigarning-based methods. In the optimization-based methods,
encoded in the latent space of the GAN, speci cally in the W separate optimization should be solved for generating a
space [29] or the W+ space [30]. In the absence of an imagice image from each embedding, while in learning-based
to-latent encoder, the encoding is performed by optimizatiomethods a neural network is trained which is later used for
looking for a latent able to accurately decode into the targtce reconstruction in the inference stage. Therefore, learning-
face. Building on this, [3] rst introduced the latent morphbased methods often have less execution time in the inference
ne-tuning process (by optimizing the input of the generatgstage. Template inversion methods can also be categorized into
using a biometric loss to further guarantee the resulting imag#ite-box and black-box methods, based on the amount of
is an effective morph), and showed its impact on the morptkgowledge available from the face feature extractor model of
effectiveness. Further developments in GANs for faces wHIR systems. In white-box methods, such as [6], [12], all the
naturally have applications in morph generation by usirgarameters and internal functioning of the face feature extrac-
similar processes. For example, StyleNAT [31] proposedtar model are known, and therefore the feature extractor model
transformer-based architecture for the generator, althoughcan be used in gradient-based optimization to reconstruct face
the best of our knowledge no work has yet evaluated tfi®@ages or for training a face reconstruction network. On the
impact of this speci ¢ new design on morph effectiveness. other hand, in black-box methods, such as [8], [9], [19], the
More recently, approaches relying on diffusion probabilistigiternal functioning of the face feature extractor model is
models (DPM) as the main generative backbones have begknown. Consequently, the feature extractor model cannot be
proposed. While DPMs are typically not associated with @sed in the training process of the face reconstruction network;
structured latent space, [32] introduces a diffusion autoencodi@wever, it can be applied in non-gradient-based optimization
which enables encoding of real images into a semanticafipproaches. Since in the white-box methods more knowledge
structured latent space. Using this new latent space for pef-the feature extractor model is available, it is expected (and
forming the latent morph interpolation [4] and [5] indepenalso shown in [7], [21]) that white-box methods achieve better
dently propose a similar diffusion-based deep morphing attackconstruction performance than black-box methods. While
All those proposed methods (especially when not includirgajority of methods are proposed for only white-box or black-
a latent morph ne-tuning step) strongly rely on a property dfox scenarios, there are few methods that can be used for both
linear perceptual continuity of the latent space: when movinghite-box and black-box template inversion [7], [9], [21].
regularly along a segment in the latent space, the perceptuaiVe can also categorize template inversion methods by their
changes in resulting decoded image also look regular. Thengtput (i.e., generated face images), based on the resolution
is thus an assumption that the halfway point in betweemd quality of reconstructed face images. Specially, methods



TABLE I: Template Inversion methods in the literature. then enroll knorpn into a face recognition database (e.g.,

Ref Method Reconstruction Reconstruction White-box/  Available passport creation). Afterhand, the goal is for both con-
Basis Quality Resolution _ Black-box source code tributing subjects to successfully authenticate against the

[6] _optim.flearning low low white-box 7 stored reference (e.g., enabling them to share the passport

[7] learning low low both 7

18] learning Tow Tow black-box 3 to go through an automated border control gate).

8] learning low low both 7 Adversary's knowledge: The adversary is assumed to have

12 learning low low White-box 3 . . L

13 learning low low black-box 3 the fOIIOWIng information:

14] learning + optim. high low black-box ’ — The adversary has access to a face recognition net-

[16] learning low low black-box 7 . .

18 leaming high high Dlackcbox 3 work Fagy and a template inversion networkrG

19]  optimization high high black-box 3 which is able to invert face embeddings extracted

20 optimization high high black-box 7 by F

] learning high high both 3 Y Fadv- _

23] learning high high whitebox 3 — The adversary may also have a white-box knowledge
of the target face recognition systemade: (i.€.,
white-box scenario), and can use it in morph gener-

that are based on convolutional neural networks, such as [8], ation process (i.e., &v = F targe). Otherwise, if the
[12], often generate low-quality images which have blurriness adversary does not have a white-box knowledge of
or other artifacts. For instance, the method in [12] has the the target face recognition systerf: (i.e., black-
state-of-the-art reconstruction performance in terms of identity box scenario), the target face recognition system
preserving, but the reconstructed face images manifest blurry Fargetcannot be used by the adversary, and therefore
and unrealistic images. In contrast, most GAN-based methods the adversary uses an off-the-shelf face recognition
yield high-quality and realistic (i.e., human-face-like) images. model as Ry (i.€., Fagv 6= Farged-

Specially, some methods used StyleGAN to reconstruct face Agversary's capability: The adversary can submit the
images from facial templates, which generate high-resolution generated morph for enroliment into a target face recog-
and realistic face images. For instance, in [19], [20] authors  pjtion system Fuger We consider two scenarios for the
solved an optimization on the input space of StyleGAN t0  gnrolment process:

nd the latent code that can generate a face image which
has a similar embedding. In [21], authors trained a network
to map face embeddings to the intermediate latent space of . . .
StyleGAN, and then used the remaining network of StyleGAN 2) V‘I\'“r;le bid\tlr? ;ag:;?s gj :‘grpgrr::;n;g? ?ﬁ;f’gt\/g?:nr;

to generate face image. The template inversion methods based i . . '

on StyleGAN leverage the power of high-resolution face Adversarysstrategy: The adversary's strgtegy IS to com-
generation of StyleGAN, while other methods in the literature pu_te face embeddings from both qontr|but|pg subjects
generate low-resolution face images. Recently, in [23], CLIP  USiNg Faav and average them to obtain an optimal morph
[35] and Stable Diffusion [36] models were ne-tuned on ~ €mbedding, then invert this embedding back infQrn

42 million face images from WebFace260M dataset [37] to USiNg the template inverter

generate face images from embeddings of a face recognition

model. Table | summarizes the template inversion methogs Optimal Morph Embedding and Optimal Face Morph
proposed in the literature.

1) The adversary can submiképn as a digital image
for enroliment.

Let us consider { and I, as two source images whose
. METHODOLOGY morph we want to generate. Also, leidd{;) denote a feature

. _ _extractor used by the adversary, which extracts n-dimension
We introduce a novel method for generating deep morphipge empeddings x = Eul) 2 X R " from given

attacks, which is grounded in the concept of optimal morngce image |. Given a distance function d(:;:), the optimal
embedding. We rst describe the threat model for the morprlﬂorph embedding x can be de ned as the face embedding
generation. We then present our de nition of optimal morpl,qqe distance to the embeddings of both source images is

embedding and the concept of generating face morphs fro,imizeq. in other words, the optimal morph embedding can
optimal morph embeddings in Section IlI-B. Finally, in Secbe de ned as:

tion 1I-C we describe our method to generate face morphs
from optimal morph embeddings using template inversion X =argmin [d(X1;X) +d(X 2;X)]; 1)
methods. Xx2X

where x; = F 5l 1) and X2 = F gl 2) are face embeddings
A. Threat Model of source images il and |,, respectively. Without loss of

We consider a morph attack against a face recogniti&?nera"ty’ we can assume that facial embeddings are nor-

system based on the following threat model (illustrated malised, therefore the space of facial embeddings X "R
Fig. 1): covers a unit hypersphere or n-ball, i.e., jjxjj = 1;8x 2 X.

, ) . Now, if we consider the cosine distance as our distance
Adversary's goal: The adversary aims to create a face

morph _image horphy mixing the iden'_[ities from _tWO 4If embedding x extracted by Es\(:) is not normalised, we normalise it
source imagesil, | 2, which are for two different subjects; so that jjxjj = 1.



metric d( ; ) for the normalized face embedddings, the optimaleneration), [21] (for high-resolution GAN-based morph gen-
morph embedding has the same distance with bathard eration), and [23] (for high-resolution diffusion-based morph
X 2. Therefore, based on the following lemma, for n > 2generation). The adoption of a white-box template inversion
there can be an in nite number of answers for optimal morpparticularly has advantages in our problem of morph gener-
embeddings. ation, because we initially have two face images and extract
their embeddings with a known feature extractor modgj,.F
Therefore, it is reasonable to consider a white-box template
inversion method and utilize a feature extractor that the
adversary has white-box knowledge of its model.

Lemma 1. Given two points x and x, on the unit n-sphere
s (i.e., the boundary of an n-ball) in Rwith n > 2,
there exists an in nite number of points xon S"Y  that

have the same cosine distance to bothand x».
The low-resolution template inversion method, referred to

Proof. The set of points x2 S lies on the intersection 45 pase-inversion in the rest of the paper, consists of a self-
of n-sphere 'Y and the hyperplane in 'Rthat x (x4 contained decoder that maps from the face embedding space
X2) = 0 that has a same cosine distance to bothand X2 pack to the image space. While it is expected to be highly
The intersection of the n-sphere™® and the hyperplane accyrate, it may generates images of limited quality and
forms an (n 2)-dimension sphere. For n > 2, an (n 2)- gsolution as elaborated in Section IV-B. The high-resolution
dimension sphere contains an in nite number of points, andmp|ate inversion method based on StyleGAN, referred to
therefore there are in nite points on the n-spher€$ that 55 GAN-inversion in the rest of the paper, learns a mapping
have the same cosine distance to bothaad x,. L from the face embedding space into the intermediate latent

Corollary 1. A particular answer for the optimal morph SPace of a pretrained StyleGAN model. This approach allows

generated images, even though it might come at the cost of a

Xavg = w (2) less accurate inversion. The high-resolution template inversion
X1+ X2 method based on diffusion model, referred to as diffusion-
The normalised average embedding has the same cosinersion in the rest of the paper, projects FR embeddings to

distance to both x and x, and also is on the unit n-sphere. Itthe latent space of a pretrained CLIP model and generates

is also very easy to calculate, and therefore for simplicity, wmages with Stable Diffusion model, which have high image
consider the normalised average embeddipng &s an optimal quality. Therefore, each of these approaches can have their

morph embedding in our experiments (i.e., X X ayg). merits depending on whether the primarily goal is to fool a
An ideal morphing algorithm would generate face morphsR system or a human operator.

whose embeddings match an optimal morph embeddings X 14 {rain the template inversion models, as a preprocessing

Nevertheless, while the optimal embedding can theoreticallyo, \ve rst normalize the facial embeddings to have them lie

be computed, it has been considered as only a theoretiggline empeddings hypersphere (as explained in Section I11-B),
construct [33], and transforming the optimal embedding baclqq then train our template inversion networks. After train-

into the image space is a priori non trivial. However, conS|de|rﬁg our template inversion models, we can generate morph

ing recent advancements in template inversion techniques, Weige | . = Gn(x ) as described in Eq. 3. For each
morp . O.

can invert embeddings and generate a face image which Bag,,r template inversion methods, we also propose different

the desired embedding. Therefore, we believe that generatigfymisation-based approaches to improve the performance of
of almost optimal face morphs from optimal embedd'”gt%mplate inversion technique.

can be feasible. Hence, we leverage state-of-the-art template ) ] ) .
inversion methods to generate face morph based on optimat) Low-resolution Template Inversion (Base-inversion): To
morph embeddings. Let () denote a template inversionfrain the low-resolution template inversion method based on

model which reconstruct face image | = f(x). Then, we [12], we use a convolutional neural network with skip con-
can use the template inversion modeh(® to generate an nections on the convolution blocks as the network structure.

approximation of the optimal face morphudypn from the After the template inversion model is trained, it can be used to

optimal morph embedding x reconstruct face image from face embgddings. However, silmi-
lar to any other neural network, the trained template inversion
I'morph = G mi(X ) (3)  model suffers from some errors in the output (generated face

Our hypothesis is that the resulting images are stro. ages), in the way that the generated face image does not

candidates for highly effective morphing attacks. To generaﬁ] ve exact same embedding; as the input face_embgddings. To
face morphs from optimal morph embeddings, we build up({ﬁduce such errors, we consider the template inversion model

our three different template inversion methods introduced % & face generator network and optimize the input embedding
[12], [21], [23] as described in Section I11-C so that the reconstructed face image has embeddings closer

to the optimal morph embeddings. To this end, we use an
) ) _iterative gradient descent optimization based on Algorithm 1
C. Generation of Face Morphs using Face Template Inversigq sojve the following optimization on the embeddings space
To generate the face morphs from the optimal morpk to nd new embedding ., that can generate the face image
embeddings, we employ state-of-the-art white-box templat@orph, opt= G 11(X op) Which has embedding closer to optimal
inversion methods proposed in [12] (for low-resolution morpmorph embedding x



Algorithm 1 Optimization on the input (embedding) of tem-  After the template inversion model is trained, it can be used

plate inversion network to generate face morphs from optimal morph embedding x
1: Inputs: as follows:

2:  x :target optimal morph embedding

3:  Gn(): template inversion network I'morph = G 11(X) =[S stylecan M 11](Xx ) (%)

‘51; Ff‘dlvégrh{ﬁgi;fec ognition network (used for morph generation) However, similar to low-resolution template inversion, the
6. niy : humber of iterations trained model may have some errors in preserving the em-
7: Output: bedding in the generated face images. Therefore, we can
8 lmoph : generated face image (approximation of optimapptimize input to the template inversion network using the
o g‘gggéure. same optimization in Eq. 4 and Algorithm 1. Alternatively,
100 x x we can optimize the generated intermediate latent code w =
11: Forn=1:::n do M(x) before feeding to the StyleGAN synthesis network
12: cost jix [F awv GnlX¥j 2 Ssylecan @nd use the optimised intermediate latent codg w
121 En):j éorAdam(rCOSt; ) in the intermediate latent space W to generate face image

I morph, opt = S stylecan(W opt) Which has embedding closer to
optimal morph embedding x using the following equation
and as presented in Algorithm 2:

15: Imorph G TI(X)
16: End Procedure

Algorithm 2 Optimization on the W / W space of StyleGAN
in morph generation using template inversion network base@opt = argmin jix [F agv S sylecanlW)jj 2, W2 W (6)
on StyleGAN (GAN-inversion) W

1: Inputs:
2: X :target optimal morph embedding

To ensure that wy remains in the original intermediate
latent space W of StyleGAN, we optimise one dimension of

3:  Mn() : mapping network of template inversion method W latent code and repeat the optimised vector to have nal

4:  Ssyiecan(:) : Synthetic network of StyleGAN vector in W R 16512

5. Faa(:) : face recognition network (used for morph generation) Alternatively, we can solve the same optimization as in

6: S : original (W) or extended (W) intermediate latent space Eq. 6, but in the extended intermediate latent if Style-

7. of S;tslltlaz(r;n/-i\r?é rate GAN. _To this end, insteaql qf optimizing one dimension and

8 ny : number of iterations repeating it, we can optimize all the values in the latent

9: Output: code w independently. Therefore, we can nd the optimised

10:  Imoph : generated face image (approximation of optimghtermediate latent code g using the following equation and

morph) as presented in Algorithm 2:

11: Procedure:

22w M nx) Wopt =argmin jix  [F adv Sstylecan](W)jj 2; W2 W *

13: Forn=1;:;nj do w

14: cost jjx [F aav S sylecan](W)jj 2 . . (7)

15: w w Adam(rcost; ); w2S To solve the optimization in Algorithm 2 for both Eq. 6

16: End For and Eq. 6, we similarly use the Adam [38] optimizer for 100

170 Imoph S sylecan(W) iterations with the learning rate of 2:5 18 to solve this

18: End Procedure optimisation and nd a better approximation of the optimal
face morph.

3) High-resolution Diffusion-based Template Inversion
o B (diffusion-inversion): To generate high-resolution morph im-
X opt = arg min jix [F aav Gnl(X)jj 2 (4) ages using diffusion models, we use the pretrained model
of identity-conditioned face generator proposed in [23]. The
We use the Adam [38] optimizer for 100 iterations with thénodel is based on CLIP [35] and Stable Diffusion [36]
learning rate of 2:5 10° to solve this optimisation and nd models conditioned on the identity features extracted by a
a better approximation of the optimal face morph. FR model (referred to as Insightface FR in the rest of the
2) High-resolution GAN-based Template Inversion (GANsaper) and ne-tuned on 42 million face images from Web-
inversion): To train the high-resolution template inversiofFace260M dataset [37]. Given a normalized face embedding
method based on [21], we use the same GAN training 2 X nsighitace @and a random noise n 2 N, the model
proposed in the original work. The method in [21], usedan generate face image | = D(x;n;t) with similar FR
StyleGANS [39], as a pre-trained face generation networkmbeddings, where t is the number of denoising iterations for
and employed the Wasserstein GAN (WGAN) [40] algorithrnthe diffusion model. Therefore, to generate a morph image,
to learn a mapping M(:) from face embeddings to thewe need to calculate the optimal morph embedding based
intermediate latent space W of StyleGAN3. Then, the generate embeddings extracted from two source images using the
intermediate latent code w = M(x) 2W R 1©%2 s fed Insightface FR as L, and then generate a morph image with
to the synthesis network of StyleGANsGecan(:) to generate the diffusion model.
the reconstructed face imadeé= G (x) = S styleAn(W) The generated images with this method are realistic and
using the synthesis network of StyleGAN3. have high resolution. However, similar to previous methods,



the face embedding of the generated face image | has solneking to not raise suspicion. Secondly, it might also be
differences with the initial embedding x. While in previousnecessary that the morph is good enough of a lookalike to
methods (base-inversion and GAN-inversion), we propose lioth source identities (or at least of the accomplice’s identity).
perform iterative optimizations to improve the inversion anwhile this is in principle already evaluated in the FR vulnera-
face generation process, it is computationally dif cult tdoility analysis, there might be cases where human perception
perform similar optimization for the diffusion-based morptof identity differs from that of the automated system. Those
generation. Because, the generation of morph images fraspects are discussed in Section IV-B, rst with a qualitative
optimal morph embedding using the diffusion model, the gediscussion of the morphed faces, then with an quantitative
erative model itself is based on an iterative denoising processluation of the morphs realism using the&éhet Inception
and requires the use of the diffusion model multiple timedistance (FID) metric.
steps to denoise and generate each single image. Therefor€or comparison with previous research, we include in par-
calculating gradients over different time-steps requires matieular in the analysis three deep morphing attacks methods,
computation, and also iterative optimization on input noisghich all rely on exploiting the latent space of a pretrained
(such as Algorithm 1) will require much more runtime an&dtyleGAN model. The SG-W [29] and SG-W+ [30] methods
resources. To mitigate this issue and to improve the quality @ so by projecting the source images in the W (resp. W+)
morph generation using diffusion model, we apply a greedgtent space, then interpolating between the resulting latent
optimization and use k different noise vectors to generay@d regenerating an image from the interpolated latent. The
morph image | = D(x ;n;t) with each noise n, and then MIPGAN method [3] similarly nds a good latent for the
select the generated image whose embedding x.7(F) is morph, but does so by an optimization process including a
the most similar to the optimal morph embedding. *n our biometric loss, thus providing better guarantee of the effec-
experiments, we generate each image with t = 25 iterationizeness of the attack. More recently proposed, the MorDIFF
and generate k = 10 images for each given optimal morphethod [4] replaces the GAN-generator with a diffusion-based
embedding. one, speci cally a diffusion autoencoder [32]. Like for SG-
W and SG-W+, the morphs are obtained by encoding the
IV. EXPERIMENTS source images, this time in the latent space of the diffusion

We aim to evaluate the effectiveness of our proposed méutoencoder, then interpolating between the encoded latents

phing attacks. The effectiveness of a morphing attack deperdf§l decoding into an image. We also compare our methods
on its ability to fool both a face recognition system (e.g{0 tWo landmarks-based (LB) methods, mainly complete mor-
at an automated border control gate), and a human operdiBi"9 [26] (LB-Complete) which creates morphs by aligning
(e.g., the administrative employee receiving and processing {fig€ landmarks of the two sources through face warping
image submitted for a passport application). We compare ti¢n averaging the pixels, and combined morphing [27] (LB-
performance of our attack across those two aspects agafn@fbined) which additionally blends back the morphed face
previous attacks proposed in the literature. Code to reproddg® one of the source image, to remove unwanted ghosting
our experiments is publicly releaged artlfa_cts. Those Iandmark-ba_sed morphlng approa_ches can be
The ability of the attack to fool FR systems is evaluategPnSidered state of the art in morphing attacks, in terms of
through the mean of a vulnerability analysis, which simulat&Sfectiveness (and in particular have been evaluated to be
attacks by enrolling the morphs into a biometric veri catiof"ore effective than deep morphing approaches). All morphing
system, then evaluating what percentage of them allow béfacks considered in this work are summarized in Table II.

contributing subjects to successfully authenticate. While Y Presentin Fig. 2 examples of the resulting morphs using

some cases, passport application photos can be submif@gh Of the considered methods.
in digital format, they might sometimes have to rather be
printed and physically sent to the processing of ce, wherg Effectiveness on face recognition systems

they will be scanned for redigitalization. Independent vulner- B )
ability analyses should thus be performed using the morphs/Ve evaluate the ability of our proposed morphing attacks to

either in their digital form, or after performing this print-scariC®! face recognition systems through a vulnerability analysis

operation for a more real-world setting. These analyses &gdy. whose point is to simulate morphing attacks on a
performed in Section IV-A. We rst compare several variants R Systém and evaluate the rate of successful attacks. To
of our proposed attack to evaluate the importance of the ing(fS €nd. rst, a set of morphs are created from a list of

optimization step for the effectiveness of the attack. We th&@qirs from a source dataset. Those morphs are enrolled as

compare our proposed attack to previously proposed ones, bifgrence in a FR system, simulating a passport application.
ci ¢ operating threshold for the FR system is calibrated

considering deep morphing and landmark-based morphiriySP€ _ :
Finally, we select a subset of attacks which are subject8 & bonade evaluation protocol, with a tolerance for a

to a print-scan process, and evaluate whether our conclusiéf§e match rate (FMR) of 10, following the FRONTEX
change in this more realistic setting. guideline [41]. For each morphs, probes from both contributing

The ability of the attack to fool humans has two Compo'::ubjects are then presented to the system, trying to authenticate

nents. First, the morphed image should be suf ciently realistnder the same registered identity represented by the morph.
The morph is considered successful if both subjects manage

Shttps://gitlab.idiap.ch/bob/bob.paper.tifs20&#version morphing to authenticate. This is usually evaluated through the Mated
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