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Abstract— Combining multiple information sources such as modalities of biometric traits, or multiple features (of the
subbands, streams (with different features) and multi modal data same biometric traits), multiple classifiers or multiple samples.
has been shown to be a very promising trend, both in experiments Scores are then fused using a COmbination Mechanism (COM
and to some extents in real-life biometric authentication appli- . . e !
cations. Despite considerable efforts in fusions, there is a lack of also called a sgperylsor, a fusion expert/classifier). )
understanding on the roles and effects of correlation and variance ~ Although fusion in the context of BA has been discussed
(of both the client and impostor scores of base-classifiers/experts). elsewhere, in the authors’ opinion, there is still a lack of
Often, scores are assumed to be independent. In this paper, theoretical analysis and understanding, particularly with re-
we explicitly consider this factor using a theoretical model, spect to correlation. Hong et al [2] shed some light on this

called Variance Reduction-Equal Error Rate (VR-EER) analysis. biect by d trating that binina th t opini
Assuming that client and impostor scores are approximately Subject by demonstrating that combining the expert opinions

Gaussian distributed, we showed that Equal Error Rate (EER) Using AND and OR will result in improved performance.
can be modeled as a function of-ratio, which itself is a function ~Unfortunately they assumed that the baseline expert opinions
of 1) correlation, 2) variance of base-experts and 3) difference are not correlated. Sanchez et al [3] showed both theoretically
of client and impostor means. To achieve lower EER, smaller 5.4 empirically that fusing multiple instances of biometric

correlation and average variance of base-experts, and Iargert it indeed red th ¢ b h
mean difference are desirable. Furthermore, analysing any of rait can indeed reduce the Sysiém error Dy as much as

these factors independently, e.g. focusing on correlation alone, 40%. The theoretical analysis, unfortunately, again did not
could be miss-leading. Experimental results on the BANCA mul- deal with the case where the expert opinions are correlated.
timodal database confirm our findings using VR-EER analysis. Since multiple instances of the same biometric traits are likely
We analysed four commonly encountered scenarios in biometric to be correlated, it is not clear how correlation in expert

authentication which include fusing correlated/uncorrelated base- . h th ted i t alth h
experts of similar/different performances. The analysis explains OP!NIONS can hamper the expected improvement, afthoug

and shows that fusing systems of different performances igot they observed that “saturation” may happen, i.e., using more
alwaysbeneficial. One of the most important findings is that posi- instances of the same biometric trait cannot help improve
tive correlation “hurts” fusion while negative correlation (greater  the performance further. Using the XM2VTS database, Kittler
“diversity”, which measures the spread of prediction score With ot | 14] examinedntramodal (i.e., different base-experts of
respect to the fused score), improves fusion. However, by linking th bi tric trait dmultimodal (i b ¢
the concept of ambiguity decomposition to classification problem, € _Same Iome ne . rai )_ andmuiimo _a (ie., asg-exper S
it is found that diversity is not sufficient to be an evaluation Of different biometric traits) expert fusion. According to this
criterion (to compare several fusion systems), unless measures areempirical study, for multimodal fusion, there is no strong
taken to normalise the (class-dependent) variance. Moreover, by evidence that trainable fusion strategies (based on Decision
linking the concept of bias-variance-covariance decomposition 1 Temp|ate [5] and Behaviour Knowledge Space [6]) offer better
classification using EER, it is found that if the inherent mismatch .
(between training and test sessions) can be learned from the data, performance than simple rul_es (based on sum and vote). The_y
such mismatch can be incorporated into the fusion system as a remarked that although adding more experts can reduce vari-
part of training parameters. ance, such gain is downplayed by the increased ambiguity due
Index Terms— Biometric authentication, variance reduction, (0 the weak experts. For intramodal fusion, where the expert

bias-variance-covariance decomposition, ambiguity decomposi- Scores are highly correlated, increasing the number of experts

tion, pattern recognition, classification improve monotonically with fusion results. Unfortunately, the
issue of correlation is not examined in details. Vermuulen et
|. INTRODUCTION al [7] studied empirically the case of combining two systems

hypotheses. Specifically, they examined the combination of

B IOMETRIC authentication (BA) is the problem of veri-y, gystems with equal performance, with unequal perfor-
fying an identity claim using a person's behavioural angjce and with one system outperforming the other under
physiological characteristics. Examples of biometric modalgain conditions. They observed that fusing two systems is
lties are fln.gerprlpt, facg, voice, hland-geometry and ret'rél?:lvantageous when the errors committed by both systems are
scans [1]. Biometric data is often noisy because of deformabi6 ., related, i.e., the combined system may benefit from the
nature of biometric traits, corruption by environmental nOis%ase where, for the same access, one system commits an error

variability over time and occlusion by the user's accessorieg,j the other makes the right decision and vice-versa. Again,
This affects the accuracy and the reliability of a BA systeMie cqrrelation of these errors are not explored further.

One popular trend to improve accuracy is to use multiple The goal of this study is to apply the VR-EER analysis
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in [8] on the fusion using a non-trainable COM, namelgtudy conducted in [13] The classifiers involved are Gaussian
the mean operator. Different from our previous work, thiMixture Models (GMMs), Multi-Layer Perceptrons (MLPs)
study takes into account the effect of score normalisation suahd Support Vector Machines (SVM%II the score files are
that the resultant scores have zero-mean and unit-variangged to test the Gaussian hypothesis as reported in Section IlI-
The VR-EER analysis provides a very simple framework tG.
analyse what happens when the scores are correlated, or wheh subset of single modality experiments were selected to
the variances of the base-expert are high/low. Since thesady fusion as reported in Section V. These experiments
factors are actually inter-related, attempts to analyse oneveere carried out by University of Surrey (2 face experiments),
the other often fail. Using the proposed framework testd®IAP (1 speaker experiment), UC3M (1 speaker experiment)
on the BANCA database, we were able to identify differertnd UCL (1 face experiment). The specific score files used are
contributing factors that determine the success and failure asf follow:
fusion, in the context of BA. Based on the VR-EER analysis, « IDIAP_voice_gmm_auto_scale_33_200
four commonly encountered scenarios of fusion in biometrice SURREY_face svm_auto
authentication are discussed and analysed. o« SURREY_face_svm_man

In this paper, we also linked the concepts of ambiguity « UC3M_voice_gmm_auto_scale_34_500
decomposition [9] and bias-variance-covariance decomposi- UCL_face_lda_man
tion [10] that are important analysis tools in regression profer each of the 7 protocols. Each of these files contains
lems to specific classification problems (using Equal Errdhe following columns of data: the true identity, the claimed
Rate evaluation criterion). To the best of our knowledge, thigentity, a unique access tag and the associated expert score
link between these concepts and classification problems h#ye the access. Moreover, for each protocol, there are two
not been shown elsewhere in the literature, as also pointed subgroups, called g1 and g2. In this paper, gl is used as a
by Brown [11]. development set (callediev) while g2 is used as an evaluation

In the literature, fusion in BA often relies on one or twaset (calledeva). By combining each time two baseline experts
reported experiments. It should be stressed that our approaéla protocol, one can obtain 10 fusion experiments, given by
to fusion is different in that, we tried to conduct as manyC, (5 “choose” 2). This results in a total of 70 experiments
experiments as available to us, such that some meaningfn all 7 protocols.
statistics can be derived and generalised to other fusion usin?
the same technique. ITl. PRELIMINARY AND RECENTFINDINGS ONVR-EER

Section Il presents briefly the BANCA experiment setup Our proposed theoretical model [8] has two parts. The first
whereby 1186 experiments were used to study EER affie deals with Variance Reduction (VR) and the second relates
another 70 experiments were used to study fusion. Sectionftratio (which involves variance discussed in the first part) to
discusses the preliminary findings of the VR-EER analyskqual Error Rate (EER).
and notations used. Section IV presents what happens to )
fusion when scores are normalised. The effects of varianfe Variance Reduction
and correlation are verified in Section V. Using these findings, The fundamental problem of BA can be viewed as a
we analysed four commonly encountered scenarios of fusiolassification task to decide if persan is a client or an
in Section VI. Two important analysis tools and concepimpostor. In a statistical framework, the probability tkais a
that are well-studied in regression problems are linked @hient after a classifieffy observes his/her scanned biometric
a specific classification problem in Sections VII and Vllitrait can be written as:
Future extensions and limitations of the study are discussed Y= folfo(s(x))), 1)

in Section IX. This is followed by conclusions in Section X.
where, s is a sensor,f. is a feature extractord is a set

of classifier parameters associated to the classjfieidf the
[l. EXPERIMENT SETUP classifier is associated to a unique client idenfifywe can
replace by 6(j). Note that there exists several types of
The BANCA database [12] is the principal database useghssifiers in BA, all of which can be represented by Eqn. (1).
in this paper. It has a collection of face and voice prints dfhey can be categorized by their outputi.e., probability
up to 260 persons in 5 different languages. In this pap@fithin the rangel0, 1)), distance metric (more than or equal
we only used the English subset, containing only a total €f zero), or log-likelihood ratio (a real number). In the context
52 persons; 26 females and 26 males. There are altogetfemultimodal BA, y is associated to the subscriptwhich

7 protocols, namely, Mc, Ma, Md, Ua, Ud, P and G, eacfakes on different meanings in different context of fusion, as
simulating matched control, matched adverse, matched dgitows:

graded, uncontrolled adverse, uncontrolled degraded, pooled fo(fe(s(x;)))  if multi-sample

and grant test, respectively. For protocols P and G, there fol f(;(si(x))) if multimodal

are 312 client accesses and 234 impostor accesses. For all ¥ = fol fe‘i( s(x))) if multi-feature (2)
other protocols, there are 78 client accesses and 104 impostor fe,i(fe(S(X))) if multi-classifier

accesses. There are altogether 1186 score files containing
single modality experiments or fusion experiments, thanks to dAvailable at “ftp:/ftp.idiap.ch/pub/bengio/banca/barsmres”



Note thati is the index to thei-th sample in the context 1,..., N, denoted ago%,,)? is, according to [8]:
of multi-sample fusioni can also mean thé-th biometric

N
modality in multimodal fusion, etc. In a general context, (O_k )2 _ izcov(yk Y5
we refery; as thei-th responseand there are altogethéy AV N & co
responses {=1,...,N). LN
The analysis here, based on Equal Error Rate (EER), re- - NZE[WikWik]

quires that the class label of the claimant be known in advance.
EER is a commonly used performance evaluation criterion in
BA and will be defined in Section IlI-B. Suppose thgf

is the i-th response (sample, modality, feature or classifier)

belonging to class = {C, I}, i.e., either client or impostor. \yhare we adopted the following notatioflov(Y}*, Yk) as the
We adopt the convention that the meanypt© is greater than covariance betwee and Y}, for anyi,j € {1,...,N}
k=I .
that of y; - . , By definition, cov(yk v = E[W’“W’“] Wheni = j, we
Supposey;’; is t_he]-th opserved sample of thieh response obtain the variance Oyk which is denoted ago’)?.
of class k, recalling thati = 1,...,N and k = {C, I} In the second case, alV responses are used together and

We assume that this observed variable has a determinisfie «ombined using the mean operator; the resultant score can
component and a noise component and that their relationyis \ritten as:

additive. The deterministic component is due to the fact that

the class is discrete in nature, i.e., during authentication, we v _ 1 Zy'k
know that a user ireither a client or an impostor. The noise COM ™ N L7t
component is due to some random processes during biometric =1
acquisition (e.g. degraded situation due to light change, miéer any k& € {C,I}. The variance ofY/,,, (over many
alignment, etc) which in turn affects the quality of extractedccesses), denoted 4sf.,,,)?, is called thevariance of
features. Indeed, it has a distribution governed by the extrac&¢erage and can be calculated as follows (see [8] for details
feature setf, (s(x))) often in a non-linear way. By ignoring of this derivation):

®)

I
=~
M=
=)
5

(6)

the source of distortion in extracted biometric features, we 2

. : (cEon) = Cov(Y&on, Yeon)
actually assume the noise component to be random (while coMm COM> ~COM
in fact they may be not if we were able to systematically 1 N
incorporate all possible variations into the base-expert model). - N2 Z

Let ¥ be the deterministic component. Note that its value

is only dependent othe classk = {C, I'} and independent of 2 E k _k
N D Puaono
j. We can now modeg!/ as a sum of this deterministic value N2 e mmTmen
plus the noise terrmu”, as follows: 1 ’ 2
k
= N (UAV) +
yf;j ::U/f"i_wﬁj? (3) v N

2 k k _k

for k € {C,I} where wy; follows an unknown dlstrlbu— N2 Z Pm.n%mTn ™

m=1m<n

tion W/ with zero mean ando¥)? variance, i.e.wf, ~
wk (o ,( ¥)2). By adopting such a simple model, from the _ . .
fusion point of view, we effectively encode thieth response Wheresr,, is the correlation coefficient betweerf, and Y,

of a biometric system as the sum of a deterministic value affy & < {C I}. The first underbrace term is theverage
M rianceof the base-experts while the second underbrace term

another random variable, in a class-dependent way. Followi @

Egn. (3), we can deduce thgf Yk = WE (i, (o )2)_ is”the covariancebetweenY,® and Y,* for m # n. This is
o because the term}, oF, ak is by deflnmon equivalent to

correlation, i.e.,

ElY}] = Elu] + EW]] = u}. 4) ok ok = B[WE W), )

pmnmn

Hence, the expectation of* (over dlfferent] samples) is:

Note that different from [8], here we do not requjsk to take NOte thatpy; =1 for k € {C,I}. The VR analysis shows
on specific values such asl for k = I and 1 fork = C. that [8]:
This assumption is true for discriminative training (i.e., using (O,k )2 < (Uk )2 9)
Multi-Layer Perceptrons (MLPs) or Support Vector Machines coMm AV/
(SVMs)), but not applicable for distance-based scores or l0gthen0 < pk, n < 1, it can be shown that:
likelihood ratios. Hence, removal of such assumption makes 1 ) )
the analysis applicable to a wider context. ¥ (b)) < (ctonm) - (10)
Let us consider two cases here. In the first case, for each
accessN responses are available and are used mdependermiyother words, the upper bound tﬁfrCOM)2 is shown in
of each other. Theverage of varianceof Y;* over alli = Eqgn. (9) and its lower bound is shown in Eqn. (10). They are



attained in perfect correlation in the former case and uncavhereA is the threshold, and approximated by the commonly
related case in the latter case. Any other positive correlatiased Half Total Error Rate:
values will cause(cr’g;OM)2 to take on values between these FAR(A*) + FRR(A*)

bounds. Hence, by combiningy responses using the mean HTERmin = 5 : (17)

operator, the resultant variance is gssured to be smaller ﬂl]-?PERmin is minimum at A* This is because ERR is an
the average (not the minimum) variance.

increasing function (a cumulative density functicsdf) and
FAR is a decreasing function (one mincdf). A* is the point
B. Equal Error Rate Analysis where these two functions intersect. Let ERR; be the EER

Let u'fc and M';:I be the means of client and impostorOf the combined scores and EER be the EER of the average

. . , of scores of N responses. Using Eqns. (11 and 12), their
access scores of a given experimgniWithout loss of gen- . : ' )
; > Py heC 7 corresponding F-ratios can be defined as follow:
erality, we assume that;=" > u;='. Let 0,=" and o,

be the standard deviation of the client an(_j impostor scores. In Eratioeon — ke, — pkh, 18)
BA, there are two types of errors committed by the system, oM ok=C Lokl
often measured by False Acceptance Rates (FARs) and False (h=C k=l
Rejection Rates (FRRs). FAR] is calculated by integrating F-ratiogy = —aV~AV_ (19)

the impostor score distribution from a given threshdlih the i+ oy
score space ta-oo while FRR() is calculated by integrating In order to show the hypothesis that the EER of the combined
the client distribution from-oo to A. Equal Error Rate (EER) scores is less than the EER of the the averag¥ eésponses,

is a unique point where FAR equals FRR. By assuming thiag.,

the client and impostor scores follow Gaussian distributions, EER-om < EER4y, (20)

one can derive the EER of a given experimgnas (see [8]

. X B B
for details of this derivation) : we first need to calculate;; and a’; for k= {C,I} andp =

_ {COM, AV'}. of|p = {COM, AV } were defined by Eqgns. (5
EER, — % 7 lerf <F-rat|op) 7 (11) and 7), respectively.”, is the average oV responses when

2 V2 used separately. It is defined as:
where 1 &
heC ket e 21)
o Hp Hp Hay = Z’u“ (
F'ra“% = W, (12) N i=1
and 1k o is the mean of the combined scores [§f responses
9 2 (used simultaneously). It is defined as:
erf(z) = —/ exp[—t?] dt. (13)
v Blbou] = whow = =3 B
It should be noted that the term F-ratio is used here because coal = Hoou =y = '

this value is somewhaimilar to the standard Fisher ratio, but L&
not defined exactly in the same way. In a two-class problem, = — Zuf = k. (22)
the Fisher ratio [14, pg. 107] is defined as N i—1

b= — k=1 Hence, uf.oy; = 4. Since F-ratio is non-linearly and
(oh=C)2 4 (gk=T)2 (14) inversely proportional to EER as shown in Eqgn. (11), the
P P inequality of Egn. (20) can be rewritten as:
F-ratio is used here just to underpin the idea that the degree of . .
separability of the class distribution affects the authentication F-raticcon > F-ratioay, (23)

performance measured by EER. There exists similar measUiRshiacing the two F-ratio terms using Egns. (22 and 21) into

such as thed-prime metric proposed by Daugman [15]. ltEqn. (23) and using the relatigif,,,, = 4%, we obtain:
measures how separable the client distribution is from its

impostor counterpart. It is defined as: 1o — HEom > phve — by
O.k:C _|_o.k:I — O.k:C+0.k:I
e ! ol = oopu VW,
d = - inC - f — (15) ocom T 0com < 0ay 04y
VAR + 3o > cbou< Y dhv (24)
In our opinion, F-ratio should be used instead since it is R={C1} k={C.1}
directly related to EER by Eqn. (11)). This inequality confirms the upper bound already found in

We call the EER based on Gaussian assumptiorttthe- Eqgn. (9). Hence, the inequality of Egn. (20) is true, i.e., fusing
retical EER to distinguish it from theempirical EER which scores can reduce variance which results in reduction of EER
is calculated by direct minimisation of the following criterion(with respect to the case where scores are used separately).

. ] This formed the argument in [8] for why fusion using multiple
A" = argmin [FAR(A) — FRR(A)], (16)  modalities, features, and classifiers works for BA tasks.



C. Validity of the Gaussian Assumption

Empirical EER
Theoretical EER

To check how accurate the EER function is as compare&a
to its empirical counterpart, we conducted as many as 1186 '
experiments on the BANCA database as described in Secj !
tion 1. There are 490 experiments from the output of Multi =
Layer Perceptrons (MLPs), 182 experiments from the output| }
of Support Vector machines (SVMs) and 514 experiments,
from the output of Gaussian Mixture Models (GMMs). Two <
approaches are adopted here. The first approach is to test
Whether f‘?r each of the 1186 eXpe”m.ent_s’ the reSpectIVe(a) Empirical and theoretical (b) Empirical vs. theoretical
client and impostor scores are normally distributed or not. The EER vs. F-ratio EER
second approach is to directly compare the empirical EER
against its theoretical counterpart (assuming that client and

Theoretical EER (%)
&
o

10 15 10 20 30
Empirical EER (%)

0.09

impostor distributions are normally distributed). ‘ ‘ ‘ ‘ ‘ >
For the first approach, we applied the Lillie-test [16]. It o A
evaluates the hypothesis that a set of (client or impostor) 007y ' f 1

scores has a normal distribution with unspecified mean and
variance against the alternative that the set of scores does not
have a normal distribution. This test is similar to Kolmogorov-
Smirnov (KS) test, but it adjusts for the fact that the parameters
of the normal distribution are estimated from the set of scores
rather than specified in advance. Using this test, we found that
22.85% of impostor scores and 25.89% of client scores (out
of 1186 experiments) supported the hypothesis that they are
Gaussian distributed. Hence, only approximately a quarter of
the distributions are Gaussian according to the Lillie-test.

The results of the second approach are shown in Figure 1.
From Figure 1(a), it can be seen that both the theoretical and
emplrlt_:al EERS are non_'lmearly and_mversely proportlong!g. 1. Results of experiments carried out using all the available 1186
to their F-ratio. Removing the F-ratio, we compared thgperiments onthe BANCA score database: (a) Theoretical EER and empirical
theoretical EER directly with its empirical counterpart in FigEER (HTER) versus their common F-ratio (b) Theoretical EER versus
ure 1(b). Here the output of different classifiers are plotted Wi@[cpmcal EER (HTER) using output of different classifiers — 490 MLPs, 182

. . .SVMs and 514 GMMs; the correlation coefficient between the two variables
different symbols. If the theoretical EER matches exactly it§0.9573. (c) Absolute EER difference between theoretical EER and empirical

empirical EER, the points (each one corresponding to a singeR \;ersg'sttht? taveraglsz??tﬁtl_ﬂSﬁCS bet\Neeflr:hedCOWeSpffJnc?ing tt_?"enft and

experiment) should be on the diagonal line. One measuregfo> 2" dIStrbulions. KS-Stalisics measures the degree of deviation from

agreement is to use correlation. Its value is evaluated to (t%auss'an assumption.

0.9573, indicating the the variables asgongly correlated

In other words, knowing theoretical EER, one can use the

correlation toapproximatelyestimate the empirical EER. ~ EER difference. In other wordghe theoretical EER is fairly
Figure 1(c) plots the absolute EER difference (betwedRPUSt to deviation from the Gaussian assumption _

theoretical EER and empirical EER) versus the average kst should be noted that a more interesting issue to investigate

statistics of their respective client and impostor distributior§ the relative values of EER, i.e., if the empirical EER of

(note that from each experiment, we will have two Ksexperimenta is more than the empirical EE.R of experiment
statistics values, one for each distribution). The KS-statistits d0€s the theoretical EER of these experiments also follow
measures the degree of divergence from normal distributidh® Same trend? Using the data at hand, we calculated all the
As can be seen, the output of MLPs (trained using sigmoﬂ?ss'ble Comblnatlons of two EER e_xperlments. This turns
output function) gives high KS-statistics whereas the outpufs!t t© be'*C, = 702,705 combinations. The number of
of SVMs and GMMs conform better to the Gaussian assumgiisagreement’d, can be calculated as follows:
tion. — |(EER™P EE empy EE heo EE heo 2

Prior to this experiment, we thought that deviation from a ’( R" >EER™) - (BER™ > EER )‘ (23)
Gaussian would mean large absolute EER difference. If tH® (a,b) € {(1,2),(1,3),...,(1185,1186)} and
was the case, absolute EER difference would have been
increasing proportionally with respect to the KS-statistics. It (21 > 2z9) = {
turns out that this is not the case. In Figure 1(c), despite high
KS-statistics of MLP outputs, their corresponding absolutehe percentage of disagreement turns out to be 11%. If
EER differences are spread below 0.06; some are even neath@! 1186 experiments are representative of biometric authen-
Hence, deviation from Gaussian does not mean large absotitation tasks, we can conclude that to compare any two

absolute EER difference

i i i i
0.2 0.3 0.4 0.6 0.7
KS-statistics

(c) Absolute EER difference vs. KS-statistics

1 if true

0 otherwise (26)



experiments, 89% of the time, the theoretical EER (calculatétsing Eqns. (4), (27) and (28), the variancegf))}” *is:
from the F-ratio) can give a correct answer as compared (tOnon k)2 _ COU(Ynorm,k Ynorm,k)
using the empirical EER as the ground-truth. Of course, ‘a¢OM - coM >TCoM

mixture of Gaussians or non-parametric Parzen window with — E (ygg;; ik _ E[Y o ’CDQ}
Gaussian kernel could have been used to accurately model the L
underlying client and impostor distributions. In so doing, we Y} — poll 1 N L — 2
may not be able to further perform the analysis in sections = FE <N Z Tt Z : a”Z )
that follow. i i=1

The VR-EER analysis presented here is not simply theoret- [ 1 Myk 1 2
ical. In the following section, we propose to put this analysis = FE (N Z ’Uaul>
to test. |\ = T

2
(€S0 -

IV. SCORENORMALISATION To expand Eqn. (30) one should take care of possible corre-

lation between differentV? and W, similar to Eqn. (7), as

n’

£ (X3 )

m=1n=1 Tm

To begin with, we would like to fuse the scores of thOHOWS'
systems using the simple mean operator (trainable weighted norm, ka2
sum and non-linear functions could be included in this analysis (ocom™)
in the future).

Before fusing the scores, it is necessary to normalise them =

1 L E[WFWH

so that the scores of a given base-expert with high variance N2 U“”
will not dominate the fused decision. We used #&o-mean N % Tk
. : . ) ; 2 E[WEWE
unit-varianceapproach. This is done by subtracting an input +-= Z ——m_n
score from itsglobal mean(estimated from a training set) N m=Lm<n Om %n
and divide it by its standard deviation. Lgt be a raw output = (VE)+ (Vgov)z7 (31)

score which follows the distributiok*. The normalised score

k \2 ;
distribution, Y™™ kcan be written as follows: for any k € {C,I}. The term(V},)? is the averagenor-

malisedvariance of the base-expert scores while the second
term (V% /)2 is thenormalisedcovariance betweel o %

Yno'r”m,,k _ }/zk - ED/ia”] and ngrm,k for m 7é n.
i - Cov(Y, My The F-ratio is:
Y all T ‘unorm,k:C’ ‘unorm,k:I
_ CcOoM comM
= al,;jll ) (27) F-rati OTm - normk C norm,k=I" (32)
i ocom +tocom
V. EFFECTS OFCORRELATION, VARIANCE OF BASE
for k € {C, I} and Y2 = 1/2(Y}=C + Y}F=1), i.e, the EXPERT SCORES ONFUSION
union of the two dlstrlbutlons When combining the scores Having derived all the parameters in the VR-EER analy-
using mean, we obtain: sis in the previous section, namelyjor ", oro ™, and

F-ratigxpy;, we carried out experiments on the BANCA
N fusion database, each tinsembining only twaexperts. These
ynormk  _ 1 Zynorm,k (28) experiments can be divided into two types: multimodal fusion
coMm = i . ) . o
(fusion of two different modalities, i.e, face and speech ex-
perts) and intramodal expert fusion (of two face expents
two speech experts). We expect multimodal fusion to be less

The expected value df;¢g/yi ", for k = {C, T}, is: correlated while intramodal fusion to be more correlated. This
is an important aspect so that both sets of experiments will
norm.k  _ norm,k cover a large range of correlation values.
peor = Elcon ™) A naive approach to analyse fusion is to find empirically
1 Y norm.k the relationship between minimum posteriori HTER and
- NZE[Y%‘ ] the sum of correlation of client and impostor distributions.
z]:Vl Let the client and impostor-dependent correlations between
_ 1 >y E[YF] — pg" two baseline systems (to be fused) be the scalarsind p;,
N P odll respectively. The results are shown in Figure. 2. From this
1 N Nl_v _ 'uz,lll 2In general, the correlation of scoresMfresponses are a matrix df by N
— N Z # (29) with elementsp,,, . It has the property thaty,,m = 1 and pm,n = pn,m.

i1 o; In the case of two responses, we simply wigtén place ofpy o.
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figure, it can be observed that multimodal fusion experiments v '
have less correlated scores while multi-feature fusion experi- 84 02 0 0z 04 06 08 1
P

ments have high correlated scores. One would have expected
that the minimuna posterioriHTER is somewhat proportional

to pc + pr. This is actually partially true because the variance
of base-experts are not taken into account. As a result, there
is no clear trend in this graph and one cannot conclude th&j. 3. Experiments carried out on fusion &% x 7 = 70 experiments,
HTER is proportional to correlation. i.e., combining2 expert systems each time out of five available systems,

By making use of the enhanced VR-EER analysis Withiaio on the development set. () Frratio of development set versus s
zero-mean unit-variance normalisation, we propose to evaluateluation set counterpart. The correlation between the two variables is 0.90.
the theoretical versusempirical parameters in the VR-EER (c) Cor(elation of client scores versus correlation of impostor scores. The
. . correlations between the two variables (class-dependent correlations) on the
analysis. For each of the parameters tested Iaemretical development and evaluation sets are 0.85 and 0.80, respectively.
means that the respective parameter is directly estimated using
the unnormalised input score set. This score set is of dimension
two, since only two expert scores are fused at a tiEmepirical impostor scores). This term measures, in average, how good
means that the respective parameter is estimated using tie base-experts are, when acting alone. The last component
resultant fused score. corresponds to the sum of square-root of the non-diagonal
Figure 3(a) shows empirical F-ratio versus its theoreticedrms of covariance matrix of the fused scores (for both
counterpart calculated uniquely on the development set. Algent and impostor scores). Note that the last two factors
can be seen both empirical and theoretical F-ratio are exaatgnnotbe separated due to the square-root of variance in the
the same. Their equivalence can be shown mathematically (deaominator of F-ratio. Understanding how these three factors
Appendix I). Hence, the performance of fusion is determinete related (by F-ratio) can guide us to understand how EER
by F-ratio, assuming that the scores are normally distributeshould be minimised or how F-ratio should be maximised,
as defined in Eqgn. (32). The fused and normalised mean ared, maximising the mean difference and minimising the
variance is defined in Egn. (29) and Eqgn. (31), respectivelyariance and covariance components. Because of these three
From Egn. (31), we know that the fused and normalisédterrelated factors, analysing any one of them alone, as done
variance has two components: variance and covariance. BaseBigure 2 or in Figure 3(c), does not lead to any convincing
on the Gaussian assumption, fusion performance consistscofclusion.
three factors: (1) mean difference (the nominator of Eqn. (32)), The above analysis was performed by combining two base-
(2) variance and (3) covariance of baseline experts. The filiste experts. It is natural to ask if the analysis would work
component measures how far the client mean of the fuslkeg combining more than two experts. We repeated the above
score is from its impostor counterpart. The second componexiperiments for combining three and four experts and were
corresponds to the sum of square-root of the diagonal teradsle to predict the F-ratio accurately. The results are similar
of covariance matrix of the fused scores (for both client and those presented in Figure 3(a) (not shown here). This

(c) Correlation of client vs impostor scores



is somewhat expected because the VR-EER analysis is n@p o to of” by constraining that they have the same F-
limited to two experts. Similarly, the analytical proof showingatio while assuming that? of the resultant conversion takes
the equivalence between empirical F-ratio and theoretical &7 —1 for impostor distribution and for client distribution,
ratio in Appendix | is a general framework that, of courses follows:
includes fusion ofV experts. o pk=C k=T 1-(-1)

Figure 3(b) plots the F-ratio found on the development set F-ratio= —— n =T = oo =1 (33)
versus the F-ratio found on the evaluation set. They are not 7 7 i to
exactly the same this time because there is a mismatch betw&Bg solution is:

%

k,/ k

these two data sets. Nevertheless, their correlation is 0.90, o, = Qio;, (34)
indicating that knowing F-ratio from the development set, | here

is possible to predict reasonably F-ratio of the evaluation set. 2

A follow-up study using weighted sum [17], instead of mean Qi = W’

as done here, also showed that using weighted sum operator,

where weights are found on development seempirical F- 10F ¥ = {C, I} _ -

ratios of fusion experiments (using all possible combination BY tking the square of Eqn. (34) and applying the definition

of base-experts) matcipproximatelythe F-ratio on the eval- O variance ofy;, we obtain

uation set. The plot of F-ratio between the development and (JZ’?J)2 = (w)’E [(yf _ E[yf])Q]

the evaluation sets is similar to Figure 3(b) (not shown here), X o 2

i.e., strong correlation is also observed. More details on how E [(O‘i(% - Ely;) ] (35)

to derive the F-ratio of Weight'ed-sum fusion (instead of Me&\nce, is not dependent on the class labeEgn. (35) is also

as done here) can be found in [17]. _ _valid when applying tay;, instead ofy*. Therefore, to map
Figure 3(c) shows a 2D plot of the following two Vvari-the client and impostor means to canonical values, one needs

ables: correlation of client and that of impostor scores. TI?.S modify the variancewithout affectingthe F-ratio and the

overall correlation between these two variables is 0.83. Thi§ responding EER. This simply translates into multiplying
indicates that knowing the covariance (or correlation; SiNG&orey; with a;.

one is proportional to the other as shown in Eqn. (8)) of The second assumption implies thaf=C « o*=I for
the impostor scores, one can approximate the covariances%temi € {1,2} as well as their covariance !

the client scores. Note that all intramodal fusion experiments

have high correlation values. Figure 3(c) thus has two clusters. P x p

Th(_a cluster n the upper right corner belongs to mtramodﬁlis rather intuitive and actually not necessary. It just simplifies
fusion experiments wheregs the clug,ter in the lower left comMle analysis so that one considers only one class at a time. The
belongs to multimodal fusion experiments. variance of the two classes can be merged by using the relation
found in the denominator of Egn. (32). Hence, the class label
VI. ANALYSIS OF COMMONLY ENCOUNTEREDSCENARIOS [ can be dropped.
IN BIOMETRIC AUTHENTICATION For the first case, without loss of generality, we assume
Suppose we have the following scenarios: o1 < o3 (i.e., system 1 is better than system 2) gnd: 0.

1) Combining 2 uncorrelated experts with very differen_lf'ence' for the _cqmblnapon to beetter than the best system
performances i.e., system 1, it is required that:

2) Combining 2 highly correlated experts with very differ-
ent performances

k:]o_llc:CO_I;:C k:CO_If:IUS:I’

2 2
ocom < 01
0?2 + 03 + 2poi0y

3) Combining 2 uncorrelated experts with very similar 1 ot (36)
performances , _ _ . )

4) Combining 2 highly correlated experts with very similaf con 1S calculated using Eqn. (7) with N=2.
performances We see that:

2 2
The first and third cases are often encountered in multimodal 05 < 307 = 2p010%.

fusions while the second and fourth cases are encountered\iote that in general, the covariange> 0. For instance, in
intra-modal (multi-feature) fusions. Fusing experts of similanultimodal fusion,c is around zero while in multi-feature
and different performances are encountered in almost filkion, p is positive.
biometric authentication problems. It should be noted that em-Hence, the combined system will benefit from the fusion
pirical evidences of these scenarios have been examined inffien o2 is at mostless than 3 times aof? sincep ~ 0.
but unfortunately there was a lack of theoretical explanation. Furthermore, correlation (or equivalently covariance; one
To make analysis simple, let us assume that (i) the tvi® proportional to the other; See Eqgn. (8)) between the two
base-experts have the same numerator of F-ratio and that gjistems penalises this margin3af;. This is particularly true
for each base-expert, the variance and covariance of client dodthe second case singe> 0. Also, it should be noted that
impostor distributions are proportional. The first assumption is < 0 (which implies negative correlation) could allow for
actually reasonable because scores can be normalised to hargero2. As a result, adding another system that is negatively
canonical client and impostor means. For instance, we camrrelated, but with large variance (hence large EER)



improve fusion. Unfortunately, in biometric authenticationyWwhat we really want to do is in fact measuring the diversity
2 systems are either positively correlated or not correlatesithout fixing the thresholdn advance. For a specific case
unless these systems aointly trained together by algorithms in biometric authentication, this can be done via EER as

such as negative correlation learning [11]. proposed in Section 1lI-B and [8]. By so doing, one assumes
For the third and fourth cases, we havg ~ o3. Hence, that the client and impostor scores can be modeled by Gaussian
Egn. (36) becomes distributions, and that the prior class distributions and cost of
pos < ol (37) two types of errors are equal.

Note that for the third casey ~ 0 which will satisfy the
constraint of Eqn. (37). Therefore, fusion wilkfinitelylead

DECOMPOSITION
to better performance. On the other hand, for the fourth ) .
case whereyp ~ 1, according to Eqn. (37), fusion may not Ueda and Nakano [10] presented the bias-variance-
necessarily lead to better performance. covariance decomposition while Brown [11] provided the

link between this concept and the ambiguity decomposition.
However, both discussions were limited to the context of
regression, as clearly pointed out by Brown [11, Sec. 3.1.2]. So
We would like to link our findings with those of Krogh andfar, we have not discussed about mismatch between training
Vedelsby [9] (see also [14, pages 368]), who showed that, dRd test conditions. The introduction of bias in classification
our context: can actually be very useful for countering such a problem, as

EIVE . k2 E(YF— ik 2 will become clear later. .
Yeou = ool Za (V" = ncou) Suppose that the noise model in Eqn. (3) can only be

VIIl. RELATION TO BIAS-VARIANCE-COVARIANCE

VIl. RELATION TO AMBIGUITY DECOMPOSITION

calculated from a training set. During testing, the noise model

1
2
- ZaiE (Yik - YCkOM) deviates from the one observed during training, i.e., there is a
. , i o mismatchbetween training and testing. Suppose that the new
(0om)® = acc —divF, (38) noise model now is:

whereq; are the weights in weighted sum combination. This yfv’ — #f” + wf7 (41)
equation is also true for the normalised versioi’gf, ,, i.e., ’
yzormk Note thata; = 1/N because we are using the meathere
operator instead of weighted sum. The first term, denoted as /L]f’/ = puF +hk (42)

acc (or “accuracy”), measures how accurate each base-expert

is with respect to the mean score of the combined mechanidf Other words,z is a bias. By using the new noise model,
It depends only on the individual base-experts. The secoN§ also assume that the noise tewfi|V; do not changen
term, denoted as div (or “divergence”), measures the spreadP@fh training and test sessions. By rewriting Eqn. (41) using

prediction of the base-experts relative to the score of combin&éN- (42), we obtain:

mechanism. y{e,/ = ub + hF 4wk (43)
Based on the definition of accuracy in Eqn. (38), the ' Lo
accuracy oﬂfggq/fn’k as discussed in section 1V is: Note that Eqn. (43)‘iS also true f&%’?OM and their normalised
1 counterparts (i.eYé‘gl‘\’/}”m andY;”"°"™). Therefore, it is also
) worm,k & : .
ac = ¥ S EYESTT - uiont] valid to write:
| ]’ VBB = WA WS e
k _ ,all p—et .. .
- %ZE YZTM _ % B By definition of 5257+, it follows that:
K i 1K ak
L
1 — EWEWH S (45)
- NZ (U{‘:ll); = (Vav)™ (39) N7 o
]

. . : and w2 is defined similarly.
F Eqns. (38) and (31), it b that d oM = )
rom Egns. (38) and (31), it is obvious that divergence IS With the noise model in Eqn. (44), the mean}t}fgr]\’j’k”

simply: is:

div = —(Véoy)®. (40) LN

. ) . ) ) . Mrcl'(g‘z\rz/j,la/ - E {Yggﬁ,k,/} _ ZE |:M7_w7‘m,k7/i|

The negative sign in this term shows that the divergence is N~ ‘
indeed negatively proportional to the covariance component. N . J
Hence, conclusions drawn in Section V also apply here: _ izﬂi + hi — 1
divergence (negative covariance) is not a sufficient metric for N = ol
measuring classification error diversity. This explains why a 1 Bk
number of heuristics to define classification error diversity = pugpt + NZ o
have been proposed in the literature [18], all based on zero- i i

one loss function where a threshold has already been applied. gDt 4 hgg k. (46)
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Using Eqgn. (46), the class-dependent Mean-Squared Erfidre corresponding Half Total Error Rate (HTER) will be:
(MSE) due to this mismatch can be calculated as follows:

HTE n(g%,apost = EEF%’%;\Z,apost
2 s norm
norm,k norm,k, F-rati
E {(YcoM ~ Hcom /}) } I F-ratioo T apost (51)
2 2 V2
2
—FE {(Ygg’}v’}"k — g h’gfg’]\“}*k) ] When one does not know the amount of mismatch atpeori
) ) threshold that will be used is the one that is estimated from
norm,k norm,k norm,k ini ie.
— (hCOM ) 4+ E |:(YCOM — pporm. ) } the training set, i.e.,
) Ng:OIA;LOTmUC + MIé:OC]'\knormU[
norm,k norm,k norm,k ;= L L.
- (hCOM ) + (Vg™ + (VEGY ™). (A7) Bapri ol +of¢ (52)

This threshold is then applied to the mismatched test set. As

where the first underbraced term is Biaand the second a result, thea priori HTER (on the test set) will be:
underbraced term is variance of the fused score (found in

the training set). As defined in Eqn.k(31), the second term HTEREO M apost = HTEREGH (Aapost) (53)
can be further decomposed intoyy"")? (i.e., the average where, in a general context, for any givan the corresponding
variance of all experts when used separately) 2}””“)2 HTER is:

(i.e., the spread of prediction; negative divergence as found in -

Eqn. (40)). Eqn. (47) is the so-calleths-variance-covariance HTEREGH (A) =
decomposition. Note that this is a decomposition of MSE. Inh ;

the context of classification, MSE is not relevant; Half Tota "€"®
Error Rate (HTER) is. HTER has already been defined inAR”OTm(A) 11 » (A — plkghmorm _ pk=lnorm

(FARZON (A) + FRREGT(A)), (54)

N

Eqgn. (17) as a function of thresholdl (note that HTER,;,, is coM 2 Qe k=I,norm /5 ’
o X o Scom
only aspecificcase where the threshold gives minimum EER). (55)
The variance of;gy* is: and
norm norm norm 2 1 1 A — o™ — hk:C,nO’r‘m
(otom™)? = E (YCOMJCJ -F {YCOMJCJ}> FRREON (A) = 5 +erf MCO;?iC o
22 o ’ 2
coMm
Ynorm,k hnorm,k 2 ( 6)
_ com’” Theom™ )~ It is possible to show that
- norm,k norm,k
’ + h / ’ ) norm noOTIM
Hoom coMm HTE OM,apost < HTE OM,apri*
2 . . .
norm,k norm,k 4L
= E [(YCOM' — ) ] This can !oe don_e by showing that HTER} 405 IS the
global minimum, i.e.,
norm,k\?2
(ocon™) (48) Agpost = arg mAin HTEREG (A). (57)

Under the new noise model, it is interesting to note thﬂ . . : .
the class-dependent variance of the fused score is ind%eﬂiftﬁgygoiﬁxfgitmﬁ':q Egﬁ)ggéﬁ&ig%ﬁ?gég%

. . n
not affected by the b|as! whereas the MSE s. Howe\_/er, ¢ gcause FRR is an increasing function of the threshold and
paragraphs that follow will show that the presence of bias ¢ : ) :
e R is a decreasing function of the threshold.
adversely affect the classification error measured by HTER. : . . .
In summary, this section shows that the bias-variance-

When one knows the amount of mismatch (i.e, one has _ . - .
L L covariance decomposition (of MSE) is not relevant for clas-
access to the test data), thgposteriori F-ratio is:

sification problems. Specifically, in a two-class problem such

F-ratic2} 7 as biometric authentication, the conceptsaopriori and a
OM ,apost .. . . .. .
norm k=C,  morm,k=1I posteriorithreshold play an important role in deqsmn-mgkmg
_ Fcom Hcom because these thresholds directly affect a specific classification
norm,k=C,/ norm,k=1,/ . ..
Tcom +0com error called EER Under mismatch between training and test
(u%?"/“zc + hg(g}\mik:c)_ de_xta sets (due to the bias paramétgr _th_e optimal thfeshold_
(unom,k=l,/ + hnorm,k=1) will not be the one found on the training data. This section
- coM__ " Comi=i— - (49) actually provides a realistic theoretical framework that can be
gcom gcom used to measure the amount of error due to this mismatch
Note that at thea posteriori F-ratio and its corresponding (in terms of HTER) by using Eqns. (54-56). Under such
posteriori EER, their corresponding threshold is at: mismatch, the best decision one can make, supposing that one

has access to the test data, is to useatipesteriorithreshold.

3This idea can be extended to the general classification error but this is not
( (50) the focus of this paper. The last paragraph of Section IX drafts a procedure
' to do so.

k=I,norm k=I,normy\ _C
Vicod, . " b0k, o
( =C,norm + pk= ,norm) I

Hcom COM

I C
o; +0;

Aa;()ost =
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Of course in reality, the mismatch is unknown in advance. Omad -
possible solution will be taestimatethe probable mismatch FRR(A) :/ Y*=Cay (59)
and then to pick the corresponding bia§. This bias can A

then be used to calculate the new threshold using Eqn. (5Q)/hen they are assumed to be Gaussian distributed, they have
the following parametric forms:
IX. LIMITATIONS AND FUTURE EXTENSIONS A heT
(‘ K ) (60)

It should be noted that the present theoretical study is FAR(A) = %— Jerf
limited to themeanoperator. An extension to the weighted sum
was investigated in [17]. To decide whether to perform fusigind
or not, the best way is perhaps to directly perform the fusion 11 A — pk=¢
experiments. However, a more efficient way to achieve the FRRA) = —+ —erf({ ——_—

same goal is tpredictthe fusion performance based on F-ratio L ' . .

(without explicitly running the experiments) as done in [17 \{vhere thf e.rftqurx:tlon 'i dﬁgr;eim Er?n. %f)i'nwlennar()i)%mg

Performance estimation is particularly useful to select a sub f constrain RA) = ( ) one obtans £qn. (11).
or any other values of\, there is unfortunately no simple

of experts that will provide the best fusion performance in a . ithout further introducing simplication to the
more efficient way as compared to direct experimentation.Tfﬁépress'gn' without further introducing Simpi .
is our current research direction. erf function. However, they can be computedmerically

: . - . . A values, using Eqgns. (58) and (59), or
This study is also limited to the assumption that the chertu r each of the .
and impostgr score distributions aEEausslioan However, as é)qns. (60) and (61) when assuming that the class-dependent

shown in this study, deviation from such assumptitid not scores are normally distributed. Because of the need of using

severelyimpact the predicted EER performance. This may ngmerical calculation, analygis from Section VI onwards is
due to the unimodal nature of the class-dependent distributi H_mbersome, although not impossible. Note that the plot of

To make the analysis more general, one obvious way SAR(A.)’ FRRQA)) for all A values is called the Receivers
to avoid the Gaussian assumption. One possible resea perating Curve (ROC) or the DET curve when plotted on

direction is to use different distributions to fit the nature of non-linear scale. When derlve_d using Eqns. (6(.)) an_d (61),
the scores (e.g., Poisson distribution for distance scc@s, they are tF“e'y Gaussians and will show up as siraight lines on
distribution for log-likelihood ratios, etc) or by an empricaFhe DeC|S|on_Errror Trade—off (DET) curve. Hence, as can be

procedure thatinds the most suitablend existing distribution seen, extending the finding from EER to the more general case

using the KS-statistics. Another direction is to use a mixtuld possible. However, numerical simulation is unavoidable

of Gaussians. In this case, an analytical study such as the one
done here may not be possible. Yet another direction is to X. CONCLUSION
make the client-dependent scores more normally distributed Combining multiple information sources such as subbands,
This will maintain the analytical solution while tolerating forstreams (with different features) and multi modal data has
imprecision due to non-confirmity of the Gaussian assumptioshown to be a very promising trend, both in experiments and to
Although this study considers only zero-mean unit-variang@me extent in real-life biometric authentication applications.
normalisation (or z-score), one can replace the global mepaspite considerable efforts in fusion, there is a lack of
and standard deviation parameters to any bias and scalinglerstanding on the roles and effects of correlation and
values estimated by different procedure. Suppose that theagiance (of both the client and impostor scores of base-
two parameters are callegd and A. Any linear transformation experts). In this paper, we proposed a theoretical model of
will necessarily make use of these two parameters. As a resglual Error Rate as a function of F-ratio, which itself is
our analysis can belirectly extended to anylinear score a function of correlation, variance of base-expert and the
transformation (or normalisation), such as those proposeifference of mean of both client and impostor distributions.
in [19]. However, the same analysis cannot be proceeded fiie fundamental assumption is that the underlying client
non-linear score transformation. One way to get around thisd impostor scores distributions are Gaussian. Although this
issue is to estimate the VR-EER analysis parameters on tigumption is not always true, based on 1186 experiments
transformed (or normalised) scores by the respective nonaken from the BANCA multimodal database, it was found that
linear function instead of working on the unnnormalised scotRe predicted theoretical EER points based on the Gaussian
space. assumption match approximately the EER points computed
Lastly, although only the EER value is studied here (as #mpirically from the scores directly. This is a strong indication
Section [1I-B), one can extend the present finding to a motke Gaussian assumption is acceptable in practice.
general case, whereby the EER constraint by its definition, This analysis takes into account the effect of score normal-
i.e, EERA) = FAR(A) = FRR(A), does not hold anymore. isation. While there exists a lot of literature on fusion, scores
Given the mean and variance of client and impostor distribgre often assumed to be independent. Here, we explicitly
tions, the following procedure can be used to find FAR ansbnsidered this factor and verified the proposed theoretical

(61)

FRR for an arbritary threshold: model using the BANCA multimodal database. Experimental
A
— 1 _ k=I 4Due to limited space, we only describe the procedure to do so here, even
FAR(A) =1 [m iy (58) though the DET curve could have been plotted as an illustration
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results show that the higher the variance of base-experts amdhis case, numerical analysis (instead of analytical analysis

its covariance counterpart, the lower the F-ratio will be aras done here) would have been required.

consequently the higher Equal Error Rate (EER) will be. This

is because F-ratio is inversely proportional to EER. Variance ACKNOWLEDGMENTS
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that variance and covariance of base-experts are not the

only criterion that determine fusion performance, the mean APPENDIXI

difference between fused client and impostor scores is anothd’ROOF OFEQUIVALENCE BETWEEN EMPIRICAL F-RATIO

The bigger it is, the better F-ratio and hence the lower EER AND THEORETICAL F-RATIO

will be. The estimated theoretical and empirical parameters can be
Using a mean operator as fusion, we analysed foghown to be exactly the same mathematically. Suppose there

commonly encountered scenarios in biometric authenticare M* accesses, wher@a/*=¢ are the number of client

tion which include fusing correlated/uncorrelated base-expegscesses and/*=! are the number of impostor accesses.

of similar/different performances. The analysis explains argLippose also that;:, is the output of thei-expert andu-

shows that fusing two systems of different performances ti$ access given that the class Iabel ks= {C,I}, and

not alwaysbeneficial. The theoretical analysis shows that if=1 ... N andu=1,..., M*". lh can be estimated by:
the weaker base-expert has (class-dependent) variance three Ak

times larger that of the best base-expert, the gain due to e 1 k vk — yk 62
fusion breaks down. This is even more true for correlated T M Z b = Ty (62)

u=1

base-experts as correlation penalises this limit further. We also
F? theu-th access, the combined score is:

showed that fusing two uncorrelated base-experts of simila
performancealwaysresult in improved performance. Finally, A
fusing two correlated base-experts of similar performance will Z Yiu= Y (63)
be beneficial only when the covariance of the two base-experts
are less than the variance of the best expert. In any ca$bg empirical estimate qﬁCOM, fi&:0 01 .emyp 1S Given by:
positive correlation “hurts” fusion.

We also linked the concepts of ambiguity decomposition s Zyk _ Y’“ (64)
and bias-variance-covariance decomposition to classification o

problems using EER evaluation criterion. The result of anq\lpt that: vl

ysis shows that “diversity”, which measures the spread o

prediction score with respect to the fused score, is actually , 1 ME

negative of covariance. As a result, analysing diversity anne“COM emp §Vi Yo
u=1

is necessaryput not sufficiento estimate good fusion, unless

measures are taken to normalise the variance against a “canon-

ical” mean (Section VI). This somewhat confirms the findings

in [11]. By linking bias-variance-covariance decomposition

to classification problems, we showed that bias or mismatch

between training and test sets of scores of the base-experts can 1

affect the mean and variance components of the fused scores. _ ok (65)

It is found that if the bias of base-experts can be learned from Koo theo:

the data, such bias can be incorporated into the fusion systétence, they are the same. The empirical variance can be
Finally, several limitations of our analysis were presentegiiculated as follows:

in Section IX. Future research directions will concentrate on

removing the Gaussian assumption, extending the analysis to (6Eon.emp) = i Z (Y..-Y) (66)

the more general linear combination of scores (instead of

mean). Although zero-mean unit-variance normalisation wake theoretical variance is obtained by estimating the terms

used here, we also showed that the analysis can be generalig¢d* and p ;oF o in the expression ofo¢,,,)?, as shown

easily toany linear score transformatioar normalisation (on in Eqgn. (7). The estimate az¥)? is given by:

a per base-expert basis). Although EER is studied here, the

more general case of error whereby the constraint FAR=FRR 1 Z (Y.’“ _ Yk)Q. (67)

does not hold any more can be extended easily. Unfortunately, b

I
2| =
M= :

«
I
A

interchange the
¢ andu summations

-

it

I
2|~
e



The estimate op} ;of 0" is given by:

M
1 — —1\2
S V) (0 TR

u=1

(68)

(7]

(8]

Plugging in these two estimates into the expression for
(c&on)?, We get the theoretical estimate of the variance ofg

the fused scores as:

R 2
(O-é'OM,theo)
N

)

(6-é'OM,eWLp)2 . (69)

. : k
Because the empirical and theoretigdl,,, and ol are

the same the empirical and theoretical F-ratios will be exactl

(10]

(11]

(12]

(13]

(14]

(15]

[16]
(17]

[18

Yy

]

the same. Using the definition of F-ratio in Eqn. (12), the
theoretical F-ratio of the combined score can be defined ast®!

~k=C k=T
BeoM, theo T HCOM, theo
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ﬂk:C +ﬂk:I Norman Poh Hoon Thian obtained his M.Sc.
F-raticcon emp = COM,emp COM,emp degree from the University of Science, Penang,
’ 62%%/1 emp T &é%IM Malaysia and obtained DEA (Diplome tude Ap-
,emp ,emp ; - ;
h=C b1 profondie) from Universéé Louis Pasteur, Stras-
_ HcoM,theo + KCOM, theo bourg, France. He is currently a Ph.D. student and
T gk=C + k=1 research assistant at the IDIAP Research Institute,
COM,theo COM,theo Switzerland. His research interest is in biometric au-
= F-ratiocons, theo (72) thentication and various pattern recognition-related

algorithms, particularly in fusion based on classifiers
and different features.

Hence, the theoretical F-ratio is exactly the same as tj
empirical F-ratio. This applies also for normalised version of
Y. (Il

REFERENCES Samy Bengiois a senior researcher in the machine
learning group at the IDIAP Research Institute since
1999, where he supervises PhD students and post-
doctoral fellows working on many areas of machine
learning such as support vector machines, time series
prediction, mixture models, large-scale problems,
speech and speaker recognition, multimodal prob-
lems, brain computer interfaces, and many more.
He has obtained his PhD in computer science from

[1] A. Jain, R. Bolle, and S. PankanBjometrics: Person Identification in

a Networked Society Kluwer Publications, 1999. -
[2] L. Hong, A. Jain, and S. Pankanti, “Can Multibiometrics Improve
Performance?” Computer Science and Engineering, Michigan St3
University, East Lansing, Michigan, Tech. Rep. MSU-CSE-99-39, 199
[3] J. Kittler, G. Matas, K. Jonsson, and M. Sanchez, “Combining Eviden(

in Personal Identity Verification Systemdattern Recognition Letters

vol. 18, no. 9, pp. 845-852, 1997. Universié de Montreal (1993), and spent three post-
[4] J. Kittler, K. Messer, and J. Czyz, “Fusion of Intramodal and Multimodal doctoral years at CNET, the research center of
Experts in Personal Identity Authentication SystemsPinc. Cost 275  France Telecom, and INRS-Telecommunications (Montreal). He then worked
Workshop Rome, 2002, pp. 17-24. as a researcher for CIRANO, an economic and financial academic research
L. Kuncheva., J. Bezdek, and R. Duin, “Decision Template for Multipleeenter, applying learning algorithms to finance. Before joining IDIAP, he was
Classifer Fusion: An Experimental ComparisoRattern Recognition also research director at Microcell Labs, a private research center in mobile
Letters vol. 34, pp. 228-237, 2001. telecommunications. His current interests include all theoretical and applied
[6] Y. Huang and C. Suen, “A Method of Combining Multiple Experts foraspects of learning algorithms.

the Recognition of Unconstrained Handwritten NumerdBEE Trans.

Pattern Recognition and Machine Intelligene®l. 17, no. 1, p. 1, 1995.

(5]



